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1 Overview   
 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ǎƘƻǿǎ ŘŜǾŜƭƻǇŜǊǎ Ƙƻǿ ǘƻ ǳǎŜ ǘƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ǘƻ ƛƴǘŜƎǊŀǘŜ ǘƘŜƛǊ 

.ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎ ǿƛǘƘ ǘƘŜ /ŀǎǎƛŀ Lƻ¢ !ŎŎŜǎǎ /ƻƴǘǊƻƭƭŜǊ ό!/ύ ŀƴŘ ǘƘŜ /ŀǎǎƛŀ .ƭǳŜǘƻƻǘƘ 

ǊƻǳǘŜǊǎΣ ǿƛǘƘƻǳǘ ǊŜǉǳƛǊƛƴƎ ŀƴȅ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎΦ 

 

¢ƘŜ /ŀǎǎƛŀ .ƭǳŜǘƻƻǘƘ wƻǳǘŜǊ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ŦƛǊǎǘ ƭƻƴƎπǊŀƴƎŜ .ƭǳŜǘƻƻǘƘ ǊƻǳǘŜǊ ŘŜǎƛƎƴŜŘ ŦƻǊ 

ŜƴǘŜǊǇǊƛǎŜ ŘŜǇƭƻȅƳŜƴǘǎΣ ŜƴŀōƭƛƴƎ ǎŜŀƳƭŜǎǎ ŎƻǾŜǊŀƎŜ ƻŦ ŀƴȅ ǎƛȊŜ ŀƴŘ ǎŎŀƭŜΦ Lǘ ŜȄǘŜƴŘǎ 

.ƭǳŜǘƻƻǘƘ ǊŀƴƎŜ ǳǇ ǘƻ мΣллл ŦŜŜǘ όƻǇŜƴ ǎǇŀŎŜΣ ƭƛƴŜπƻŦπǎƛƎƘǘύΣ ŀƴŘ ŜƴŀōƭŜǎ ǊŜƳƻǘŜ ŎƻƴǘǊƻƭ ƻŦ 

ƳǳƭǘƛǇƭŜ .ƭǳŜǘƻƻǘƘ [ƻǿ 9ƴŜǊƎȅ ό.[9ύ ŘŜǾƛŎŜǎ ǿƛǘƘƻǳǘ ǊŜǉǳƛǊƛƴƎ ŀƴȅ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ .ƭǳŜǘƻƻǘƘ 

ŘŜǾƛŎŜǎΦ 

 

¢ƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ǿŜǊŜ ŘŜǾŜƭƻǇŜŘ ǘƻ ŜƴŀōƭŜ ǘƘƛǊŘπǇŀǊǘȅ ŘŜǾŜƭƻǇŜǊǎ ŀƴŘ ŘŜǾƛŎŜ 

ƳŀƴǳŦŀŎǘǳǊŜǊǎ ǘƻ ǳǘƛƭƛȊŜ ǘƘŜ .ƭǳŜǘƻƻǘƘ ǊƻǳǘƛƴƎ ŀƴŘ ŜȄǘŜƴŘŜŘ ǊŀƴƎŜ ŎŀǇŀōƛƭƛǘƛŜǎ ƻŦ ǘƘŜ /ŀǎǎƛŀ 

ǊƻǳǘŜǊ ǿƘƛƭŜ ǳǎƛƴƎ ǘƘŜƛǊ /ƭƻǳŘ ǎŜǊǾƛŎŜǎ ǘƻ ŎƻƴƴŜŎǘ ŀƴŘ ŎƻƴǘǊƻƭ ƳǳƭǘƛǇƭŜ .[9 ŘŜǾƛŎŜǎ ǇŜǊ 

ǊƻǳǘŜǊ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴǘŜƎǊŀǘŜ 

ŘƛǊŜŎǘƭȅ ƛƴǘƻ ȅƻǳǊ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ǎŜǊǾŜǊ ǳǎƛƴƎ ŀƴ I¢¢tκI¢¢t{πōŀǎŜŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ 

ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ǇǊƻƎǊŀƳƳƛƴƎ ƭŀƴƎǳŀƎŜ ŦƭŜȄƛōƛƭƛǘȅ ό/ІΣ bƻŘŜΦƧǎΣ WŀǾŀΣ ŀƴŘ ŀƴȅ ƻǘƘŜǊ 

ƭŀƴƎǳŀƎŜǎ ȅƻǳ ǇǊŜŦŜǊύΦ ¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ƘŜƭǇǎ ȅƻǳ ǘƻ ǳǎŜ ǘƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ŀƴŘ ƛǘǎ 

ŀǎǎƻŎƛŀǘŜŘ ǎŜǊǾƛŎŜǎΦ 

 

¢ƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ǇǊƻǾƛŘŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦǳƴŎǘƛƻƴǎΥ 

• /ƻƴƴŜŎǘ ŀƴŘ ŎƻƴǘǊƻƭ ȅƻǳǊ .[9 ŘŜǾƛŎŜǎΦ 

• {ǳǇǇƻǊǘ ǘƘǊŜŜ ƳƻŘŜǎΥ {ŎŀƴƴƛƴƎΣ /ƻƴƴŜŎǘƛƴƎΣ .ǊƻŀŘŎŀǎǘƛƴƎΦ 

• ²ǊƛǘŜκǊŜŀŘ Řŀǘŀ ǘƻκŦǊƻƳ ǘƘŜ .[9 ŘŜǾƛŎŜΦ 

• wŜŀŘ Řŀǘŀ ŀǎ ƴƻǘƛŦƛŎŀǘƛƻƴκƛƴŘƛŎŀǘƛƻƴ ŜǾŜƴǘǎ ŦǊƻƳ ǘƘŜ .[9 ŘŜǾƛŎŜΦ 
 

 

2 Two Set of RESTful APIs 
 

/ŀǎǎƛŀ ǇǊƻǾƛŘŜǎ ǘǿƻ ǎŜǘǎ ƻŦ w9{¢Ŧǳƭ !tLǎ ǘƘŀǘ ŜƴŀōƭŜ .[9 ŘŜǾƛŎŜ ƛƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ /ŀǎǎƛŀ 

ǊƻǳǘŜǊǎΥ  

• !tLǎ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊ όǿƘŜǊŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ ǳǎǳŀƭƭȅ ƻƴ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪ ŀǎ ǘƘŜ 

ǊƻǳǘŜǊύ 

• !tLǎ ǘƘǊƻǳƎƘ /ŀǎǎƛŀΩǎ Lƻ¢ !ŎŎŜǎǎ /ƻƴǘǊƻƭƭŜǊ ό/ŀǎǎƛŀ !/ύΦ 

 

¢ƘŜ ōŜƭƻǿ !tLǎ ŀǊŜ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ ǘƘŜ /ŀǎǎƛŀ !/Φ 9ȄŎŜǇǘ ŦƻǊ ǘƘŜǎŜ !tLǎΣ ǘƘŜ ǘǿƻ ǎŜǘ 

ƻŦ w9{¢Ŧǳƭ !tLǎ ŀǊŜ ǘƘŜ ǎŀƳŜ ŀƴŘ ǿƛƭƭ ƎƛǾŜ ǘƘŜ ǎŀƳŜ ǊŜǎǳƭǘΦ Lƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ǿŜ ǳǎŜ ǘƘŜ !tL 

ǘƘǊƻǳƎƘ ǘƘŜ /ŀǎǎƛŀ !/ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ 

• tƻǎƛǘƛƻƴƛƴƎ !tLǎ όŎƘŀǇǘŜǊ сΦпύ 

• hōǘŀƛƴ /ŀǎǎƛŀ ǊƻǳǘŜǊΩǎ ǎǘŀǘǳǎ όŎƘŀǇǘŜǊ сΦнΦнύ 

• aƻƴƛǘƻǊ /ŀǎǎƛŀ ǊƻǳǘŜǊΩǎ ǎǘŀǘǳǎ !tLǎ όŎƘŀǇǘŜǊ сΦнΦоύ 

• hōǘŀƛƴ ŀƭƭ ƻƴƭƛƴŜ ǊƻǳǘŜǊǎΩ ǎǘŀǘǳǎ όŎƘŀǇǘŜǊ сΦнΦпύ 

• wƻǳǘŜǊ ŀǳǘƻπǎŜƭŜŎǘƛƻƴ όŎƘŀǇǘŜǊ сΦсΣ ƛƴǘǊƻŘǳŎŜŘ ƛƴ ŦƛǊƳǿŀǊŜ мΦоύ 

• {{9 /ƻƳōƛƴŀǘƛƻƴ όŎƘŀǇǘŜǊ сΦтΣ ƛƴǘǊƻŘǳŎŜŘ ƛƴ ŦƛǊƳǿŀǊŜ мΦоύ 
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NOTE 

• ¢ƘŜ w9{¢Ŧǳƭ !tLǎ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/ ƛƴŎƭǳŘŜǎ άκŀǇƛέ ŀŦǘŜǊ ϑȅƻǳǊ !/ ŘƻƳŀƛƴϒΦ Lǘ ƛǎ ƴƻǘ 
ƴŜŜŘŜŘ ŦƻǊ ǘƘŜ w9{¢Ŧǳƭ !tLǎ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊΦ 

• ¢ƘŜ w9{¢Ŧǳƭ !tLǎ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/ ƛƴŎƭǳŘŜǎ άƳŀŎҐғƳŀŎҔέ ǘƻ ƛŘŜƴǘƛŦȅ ǿƘƛŎƘ ǊƻǳǘŜǊ ƛǎ 
ǳǎŜŘΦ Lǘ ƛǎ ƴƻǘ ƴŜŜŘŜŘ ŦƻǊ ǘƘŜ w9{¢Ŧǳƭ !tLǎ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊΦ 

• CƻǊ ŦƛǊƳǿŀǊŜ мΦн ƻǊ ōŜƭƻǿΣ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ w9{¢Ŧǳƭ !tLǎ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊǎΣ ȅƻǳ 
ƴŜŜŘ ǘƻ ǘǳǊƴ ƻƴ [ƻŎŀƭ w9{¢Ŧǳƭ !tL ƛƴ !/ ŎƻƴǎƻƭŜ ƻǊ ǊƻǳǘŜǊ ŎƻƴǎƻƭŜΦ tƭŜŀǎŜ ǎŜŜ ōŜƭƻǿ 
ǎŎǊŜŜƴǎƘƻǘǎΦ 

 

 
Figure 1: (v1.2) Turn on Local RESTful API in AC Console 

 

 
Figure 2: (v1.2) Turn on Local RESTful API in Router Console 
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• Lƴ ŦƛǊƳǿŀǊŜ мΦоΣ ƛŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ŀǎ {ǘŀƴŘŀƭƻƴŜ aƻŘŜΣ ǘƘŜ ƭƻŎŀƭ w9{¢Ŧǳƭ !tL 
ǿƛƭƭ ōŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǘǳǊƴŜŘ ƻƴΦ LŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ŀǎ !/ aŀƴŀƎŜŘ aƻŘŜΣ ǘƘŜ 
ƭƻŎŀƭ w9{¢Ŧǳƭ !tL ǿƛƭƭ ōŜ ǘǳǊƴŜŘ ƻŦŦ ōȅ ŘŜŦŀǳƭǘ όŎǳǎǘƻƳŜǊ Ŏŀƴ ŜƴŀōƭŜ ǘƘŜ ƭƻŎŀƭ w9{¢Ŧǳƭ 
!tL ŦǊƻƳ !/ ŎƻƴǎƻƭŜύΦ tƭŜŀǎŜ ǎŜŜ ōŜƭƻǿ ǎŎǊŜŜƴǎƘƻǘǎΦ 

 

  
Figure 3: (v1.3) Configuration of Router Mode on Router Console 

 

3 Architecture  Diagram 
 

¢ƘŜ /ŀǎǎƛŀ Lƻ¢ !ŎŎŜǎǎ /ƻƴǘǊƻƭƭŜǊ ό!/ύ ƛǎ ŀ ǇƻǿŜǊŦǳƭ Lƻ¢ ƴŜǘǿƻǊƪ ƳŀƴŀƎŜƳŜƴǘ ǎƻƭǳǘƛƻƴΦ Lǘ 

ǇǊƻǾƛŘŜǎ w9{¢Ŧǳƭ !tLǎ ŦƻǊ ǘƘŜ ōǳǎƛƴŜǎǎ ǘƻ Řƻ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴΣ ǇƻǎƛǘƛƻƴƛƴƎΣ ŀƴŘ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎȅ 

ƳŀƴŀƎŜƳŜƴǘΣ ŜƴŀōƭƛƴƎ ǘƘŜ ǊŜƳƻǘŜ ŎƻƴǘǊƻƭ ƻŦ /ŀǎǎƛŀ .ƭǳŜǘƻƻǘƘ ǊƻǳǘŜǊǎ ŀŎǊƻǎǎ ǘƘŜ LƴǘŜǊƴŜǘΦ 

 

¸ƻǳ Ŏŀƴ ƻǇŜǊŀǘŜ ȅƻǳǊ .[9 ŘŜǾƛŎŜǎ ǳǎƛƴƎ ŀ ǎŜǘ ƻŦ w9{¢Ŧǳƭ !tLǎΣ Ǿƛŀ ǘƘŜ /ŀǎǎƛŀ !/ ŀƴŘ ǘƘŜ 

/ŀǎǎƛŀ ǊƻǳǘŜǊǎΦ tƭŜŀǎŜ ǎŜŜ ōŜƭƻǿ ŦƛƎǳǊŜ ŦƻǊ ǘƘŜ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ²ƻǊƪƛƴƎ 5ƛŀƎǊŀƳΣ ǳǎƛƴƎ 

·мллл ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ 

 

 

Figure 4: Cassia RESTful APIs Working Diagram 
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CƛǊǎǘΣ ǘƘŜ ōǳǎƛƴŜǎǎ ŀǇǇƭƛŎŀǘƛƻƴ ƛƴƛǘƛŀǘŜǎ ŀƴ h!ǳǘƘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǊŜǉǳŜǎǘ όƎŜƴŜǊŀǘŜŘ ǳǎƛƴƎ 

ŘŜǾŜƭƻǇŜǊ ŎǊŜŘŜƴǘƛŀƭǎύ ǘƻ ǘƘŜ /ŀǎǎƛŀ !/Φ hƴŎŜ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎǳŎŎŜŜŘǎΣ ƛǘ ǿƛƭƭ ǎŜƴŘ ŀƴ 

I¢¢t ǉǳŜǊȅ ǘƻ ǘƘŜ /ŀǎǎƛŀ !/ ōŀǎŜŘ ƻƴ w9{¢ŦǳƭΦ bŜȄǘΣ ǘƘŜ /ŀǎǎƛŀ !/ ŘƛǎǇŀǘŎƘŜǎ ǘƘŜ ǉǳŜǊȅ ǘƻ ŀ 

ŎƻǊǊŜǎǇƻƴŘƛƴƎ .ƭǳŜǘƻƻǘƘ ǊƻǳǘŜǊ Ǿƛŀ ŜƴŎǊȅǇǘŜŘ /!t²!tΦ ¢ƘŜ ǊƻǳǘŜǊ ǘƘŜƴ ŜȄŜŎǳǘŜǎ ǘƘŜ ǉǳŜǊȅ 

ǳǇƻƴ ǘƘŜ .[9 ŘŜǾƛŎŜǎΣ ŀƴŘ ǇŀǎǎŜǎ ǘƘŜ ǊŜǎǳƭǘ ōŀŎƪ ǘƻ ǘƘŜ /ŀǎǎƛŀ !/Σ ŀƴŘ ǘƘŜƴ ǘƻ ǘƘŜ ōǳǎƛƴŜǎǎ 

ŀǇǇƭƛŎŀǘƛƻƴΦ 

 

 

4 Server Sent  Events 
 

{{9 ƛǎ ŀ ǘŜŎƘƴƻƭƻƎȅ ǿƘŜǊŜ ŀ ōǊƻǿǎŜǊ ǊŜŎŜƛǾŜǎ ŀǳǘƻƳŀǘƛŎ ǳǇŘŀǘŜǎ ŦǊƻƳ ŀ ǎŜǊǾŜǊ Ǿƛŀ ŀƴ I¢¢t 

ŎƻƴƴŜŎǘƛƻƴΦ ¢ƘŜ {{9 !tL ƛǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ŀǎ ŀ ǇŀǊǘ ƻŦ I¢a[р ōȅ ǘƘŜ ²о/Φ {{9 ƛǎ ǳǎŜŘ ǘƻ ǎŜƴŘ 

ƳŜǎǎŀƎŜ ǳǇŘŀǘŜǎ ƻǊ Ŏƻƴǘƛƴǳƻǳǎ Řŀǘŀ ǎǘǊŜŀƳǎ ǘƻ ŀ ōǊƻǿǎŜǊ ŎƭƛŜƴǘΦ Lǘ ƴŜŜŘǎ ǘƻ ōŜ Ƴŀƴǳŀƭƭȅ 

ǘŜǊƳƛƴŀǘŜŘΣ ƻǘƘŜǊǿƛǎŜΣ ƛǘ ǿƛƭƭ ƪŜŜǇ ƻƴ ǊǳƴƴƛƴƎ ǳƴǘƛƭ ŀƴ ŜǊǊƻǊ ƻŎŎǳǊǎΦ 

 

CƛǾŜ ƻŦ ǘƘŜ w9{¢Ŧǳƭ !tLǎ ŀǊŜ ǳǎƛƴƎ {{9Υ ǘƘŜȅ ŀǊŜ ǎŎŀƴ όŎƘŀǇǘŜǊ рΦоΦмύΣ ƎŜǘ ŘŜǾƛŎŜ ŎƻƴƴŜŎǘƛƻƴ 

ǎǘŀǘǳǎ όŎƘŀǇǘŜǊ рΦоΦтύΣ ǊŜŎŜƛǾŜ ƛƴŘƛŎŀǘƛƻƴ ŀƴŘ ƴƻǘƛŦƛŎŀǘƛƻƴ όŎƘŀǇǘŜǊ рΦоΦуύΣ ƳƻƴƛǘƻǊ /ŀǎǎƛŀ 

ǊƻǳǘŜǊΩǎ ǎǘŀǘǳǎ όŎƘŀǇǘŜǊ рΦнΦоύ ŀƴŘ ŎǊŜŀǘŜ ŎƻƳōƛƴŜŘ {{9 όŎƘŀǇǘŜǊ рΦсΦмΣ ŦƛǊƳǿŀǊŜ мΦоύΦ 

 

9ŀŎƘ {{9 ǊŜǎǇƻƴǎŜ ǎǘŀǊǘǎ ǿƛǘƘ άŘŀǘŀΥέΦ ²ƘŜƴ ŘŜōǳƎƎƛƴƎΣ ȅƻǳ Ŏŀƴ ƛƴǇǳǘ ǘƘŜ ¦w[ ƻŦ ŀƴ {{9 

ƛƴǘƻ ŀ ǿŜō ōǊƻǿǎŜǊΣ ǘƘŜƴ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ {{9 ƻǳǘǇǳǘ ŦǊƻƳ ǘƘŜ ǿŜō ōǊƻǿǎŜǊΦ  

 

Lƴ ǘƘŜ ǇǊƻƎǊŀƳΣ ŀƴ {{9 ǊŜǉǳŜǎǘ ǿƻƴΩǘ ǊŜǘǳǊƴ ŀƴȅ Řŀǘŀ ƛŦ ȅƻǳ Ŏŀƭƭ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ƭƛƪŜ ŀ ƴƻǊƳŀƭ 

I¢¢t ǊŜǉǳŜǎǘΣ ōŜŎŀǳǎŜ ŀ ƴƻǊƳŀƭ I¢¢t ǊŜǉǳŜǎǘ ƻƴƭȅ ǊŜǘǳǊƴǎ ƻǳǘǇǳǘ ǿƘŜƴ ƛǘ ŦƛƴƛǎƘŜǎΦ Lƴ 

ŀŘŘƛǘƛƻƴΣ ǿƘŜƴ ŎŀƭƭƛƴƎ ŀƴ {{9Σ ȅƻǳ ǎƘƻǳƭŘ ƳƻƴƛǘƻǊ ǘƘƛǎ ǘƘǊŜŀŘΦ LŦ ƛǘ ƛǎ ƛƴǘŜǊǊǳǇǘŜŘ ōȅ ŀƴ ŜǊǊƻǊ 

ƻǊ ŀƴȅ ǳƴŜȄǇŜŎǘŜŘ ƛƴŎƛŘŜƴǘΣ ȅƻǳ Ŏŀƴ ǊŜǎǘŀǊǘ ƛǘΦ 

 

NOTEΥ LŦ ȅƻǳ ǳǎŜ ǘƻƻƭǎ ƭƛƪŜ /¦w[ ŦƻǊ I¢¢t ǊŜǉǳŜǎǘΣ ǘƘŜ ǘƻƻƭ ǿƛƭƭ ǊŜǘǳǊƴ Řŀǘŀ ǿƘŜƴ ǘƘŜ I¢¢t 

ǊŜǉǳŜǎǘ ŜƴŘǎΦ IƻǿŜǾŜǊΣ {{9 !tL ǿƘƛŎƘ b9±9w ŜƴŘǎ ŀƴŘ ǎŜƴŘǎ Řŀǘŀ ƛƴ ŀ ǎǘǊŜŀƳΣ ǎƻ ƛǘ ǿƛƭƭ 

ƘŀƴƎ ǘƘŜ ǇŀƎŜΦ ¸ƻǳ ǎƘƻǳƭŘ ŀŘŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƴƛǇǇŜǘ όǳǎŜ ǎŎŀƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜύΥ 

 

 
 
 

5 Getting Started  
 

tƭŜŀǎŜ ǎŜǘǳǇ ǘƘŜ /ŀǎǎƛŀ ǊƻǳǘŜǊΣ ŎƻƴƴŜŎǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ /ŀǎǎƛŀ !/ ƻǊ Ǌǳƴ ǘƘŜ ǊƻǳǘŜǊ ƛƴ 

ǎǘŀƴŘŀƭƻƴŜ ƳƻŘŜΦ CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ǇƭŜŀǎŜ ŎƘŜŎƪ wƻǳǘŜǊ vǳƛŎƪ {ǘŀǊǘ DǳƛŘŜΣ tǊƛǾŀǘŜ !/ 

{ŜǊǾŜǊ Lƴǎǘŀƭƭŀǘƛƻƴ DǳƛŘŜΣ ŀƴŘ /ŀǎǎƛŀ ¦ǎŜǊ aŀƴǳŀƭ ŀǘ 

ƘǘǘǇǎΥκκǿǿǿΦŎŀǎǎƛŀƴŜǘǿƻǊƪǎΦŎƻƳκƪƴƻǿƭŜŘƎŜπōŀǎŜκƎŜƴŜǊŀƭπŘƻŎǳƳŜƴǘǎκ 

if ($stream = fopen($url_for_scan, 'r')) { 

while(($line = fgets($stream)) !== false) { 

echo $line; 

} 

} 
 

https://www.cassianetworks.com/knowledge-base/general-documents/
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bƻǿ ȅƻǳ Ŏŀƴ ƻǇŜǊŀǘŜ ȅƻǳǊ ǊƻǳǘŜǊ ǘƻ Řƻ ŎŜǊǘŀƛƴ ǘŀǎƪǎ ǿƛǘƘ ȅƻǳǊ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎ ǘƘǊƻǳƎƘ 

w9{¢Ŧǳƭ !tLǎΥ 

 

5.1.  Access local router  
 

¸ƻǳǊ ŀǇǇƭƛŎŀǘƛƻƴ Ŏŀƴ ŀŎŎŜǎǎ ƭƻŎŀƭ /ŀǎǎƛŀ ǊƻǳǘŜǊǎ ŘƛǊŜŎǘƭȅ όǳǎǳŀƭƭȅ ƛƴ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪύΣ 

ƛƴǎǘŜŀŘ ƻŦ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ .Ŝƭƻǿ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ǊǳƴƴƛƴƎ w9{¢Ŧǳƭ !tL ƛƴ ŀ ǿŜō ōǊƻǿǎŜǊ 

ǘƻ ŀŎŎŜǎǎ /ŀǎǎƛŀ ǊƻǳǘŜǊ ƛƴ ƭƻŎŀƭ ƴŜǘǿƻǊƪ όŦƻǊ ŘŜōǳƎ ǇǳǊǇƻǎŜύΦ 

 

 
Figure 5: Access local Cassia router 

 

5.2.  Access Cassia router through the Cassia AC 
 

.ŜŦƻǊŜ ǎǘŀǊǘƛƴƎ ǘƻ ǳǎŜ w9{¢Ŧǳƭ !tLΩǎ ǘƘǊƻǳƎƘ ǘƘŜ /ŀǎǎƛŀ !/Σ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ŘŜǾŜƭƻǇŜǊ 

ŎǊŜŘŜƴǘƛŀƭǎ όŀ 5ŜǾŜƭƻǇŜǊ YŜȅ ŀƴŘ ŀ 5ŜǾŜƭƻǇŜǊ {ŜŎǊŜǘύΦ Lǘ ƛǎ ƴƻǘ ƴŜŜŘŜŘ ŦƻǊ ŀ w9{¢Ŧǳƭ !tL ƻƴ ŀ 

ƭƻŎŀƭ ǊƻǳǘŜǊΦ ¢ƘŜǎŜ ŘŜǾŜƭƻǇŜǊ ŎǊŜŘŜƴǘƛŀƭǎ ŀǳǘƘƻǊƛȊŜ ǘƘŜ ǊŜƳƻǘŜ ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ /ŀǎǎƛŀ 

.ƭǳŜǘƻƻǘƘ ǊƻǳǘŜǊΦ ¢ƻ ǊŜǉǳŜǎǘ ȅƻǳǊ ŘŜǾŜƭƻǇŜǊ ŎǊŜŘŜƴǘƛŀƭǎΣ ǇƭŜŀǎŜ ŎƻƴǘŀŎǘ ǘƘŜ /ŀǎǎƛŀ ǎǳǇǇƻǊǘ 

ǘŜŀƳ ŀǘ support@cassianetworks.com ƻǊ ŎƻƴǘŀŎǘ ȅƻǳǊ ǎŀƭŜǎ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜΦ 

 

IŜǊŜ ƛǎ ŀ ǎŀƳǇƭŜΥ 

 
 

¢ƘŜƴΣ ȅƻǳ ƴŜŜŘ ǘƻ Ŧƻƭƭƻǿ ōŜƭƻǿ ǎǘŜǇǎΦ 

• 5ƻ ŀƴ h!ǳǘƘнΦл ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ !/ ǳǎƛƴƎ ŘŜǾŜƭƻǇŜǊ ŎǊŜŘŜƴǘƛŀƭǎ ƎǊŀƴǘŜŘΦ CƻǊ 
ŜȄŀƳǇƭŜΥ ȅƻǳ ƘŀǾŜ ŀ ŘŜǾŜƭƻǇŜǊ L5Υ ǘŜǎǘŜǊΣ ǎŜŎǊŜǘΥ млōуоŦфŀнŜуноŎптΣ ǳǎŜ ōŀǎŜсп ǘƻ 
ŜƴŎƻŘŜ ǎǘǊƛƴƎ ϦǘŜǎǘŜǊΥмлōуоŦфŀнŜуноŎптϦ ŀƴŘ ƎŜǘ 
ϦŘD±ȊŘD±ȅhƧ9ǿ¸ƧƎȊ½ƧƭƘaƳ¦пaƧbƧb5ŎҐϦ 

• !ǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ ǳǎŜǊ ƛŘŜƴǘƛǘȅ ǳǎƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ I¢¢t ǊŜǉǳŜǎǘΣ ǘŀƪƛƴƎ 
ŘŜƳƻΦŎŀǎǎƛŀΦǇǊƻ ŀǎ ȅƻǳǊ !/ ǎŜǊǾŜǊ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ 

 

client_id:tester, secret:198c776539c41234 

mailto:support@cassianetworks.com
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• LŦ ŜǾŜǊȅǘƘƛƴƎ ƎƻŜǎ ǿŜƭƭΣ ȅƻǳ ǿƛƭƭ ƎŜǘ ŀ ǊŜǎǇƻƴǎŜ ƭƛƪŜ ǘƘƛǎΣ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ŀŎŎŜǎǎψǘƻƪŜƴΥ 
 

 
 

• bƻǿ ȅƻǳ Ŏŀƴ ǳǎŜ ŀŎŎŜǎǎψǘƻƪŜƴ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƻǘƘŜǊ w9{¢Ŧǳƭ !tLǎ ōȅ ŀǇǇŜƴŘƛƴƎ ŀƴ 
ŀŎŎŜǎǎψǘƻƪŜƴ ǇŀǊŀƳŜǘŜǊΦ CƻǊ ŜȄŀƳǇƭŜΥ 
 

http://demo.cassia.pro/api/gap/nodes?event=1&mac=<router- 

mac>&access_token=xxx 

 

hǊΣ ȅƻǳ Ŏŀƴ ŀŘŘ ϑ!ǳǘƘƻǊƛȊŀǘƛƻƴ Υ ϥ.ŜŀǊŜǊ ϥ Ҍ ŀŎŎŜǎǎψǘƻƪŜƴ ϒ ƛƴ I¢¢t ƘŜŀŘŜǊǎΦ  

 

NOTEΥ aŀƪŜ ǎǳǊŜ ǘƻ ŀǇǇŜƴŘ άκŀǇƛέ ŀŦǘŜǊ ϑȅƻǳǊ !/ ŘƻƳŀƛƴϒ ŀƴŘ ŀŘŘ άƳŀŎҐғƳŀŎҔέ ǘƻ 
ƛŘŜƴǘƛŦȅ ǿƘƛŎƘ ǊƻǳǘŜǊ ƛǎ ǳǎŜŘΦ 

 
 

6 RESTful APIs 
 

aƻǎǘ ƻŦ ǘƘŜ .ƭǳŜǘƻƻǘƘ D!tκD!¢¢ ƻǇŜǊŀǘƛƻƴǎ ŀǊŜ ŜȄǇƻǎŜŘ ƛƴ w9{¢Ŧǳƭ !tLǎΦ ¢ƘŜ ǎƛƎƴŀǘǳǊŜǎ ƻŦ 

ǘƘƻǎŜ !tLǎ ŀǊŜ Ŧǳƭƭȅ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ .ƭǳŜǘƻƻǘƘ {LDΩǎ LƴǘŜǊƴŜǘ ²ƻǊƪƛƴƎ DǊƻǳǇ w9{¢Ŧǳƭ !tL 

ǎǇŜŎƛŦƛŎŀǘƛƻƴΦ 

 
6.1. Common Parameters  

 

IŜǊŜ ŀǊŜ ŎƻƳƳƻƴ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ w9{¢Ŧǳƭ !tLΥ 

• ƳŀŎΥ ǘƘŜ ƳŀŎ ŀŘŘǊŜǎǎ ƻŦ ŀ /ŀǎǎƛŀ ǊƻǳǘŜǊ όŜΦƎΦ //Υм.Υ9лΥ9лΥнпΥ.пύ 

POST api/oauth2/token HTTP/1.1 

Host: demo.cassia.pro 

Headers: {Authorization: Basic dGVzdGVyOjEwYjgzZjlhMmU4MjNjNDc= 

Content-Type: application/x-www-form-urlencoded} 

 
Body: 

{grant_type=client_credentials} 
 

HTTP/1.1 200 OK 

Content-Type: application/json;charset=UTF-8 

Cache-Control: no-store 

Pragma: no-cache 
 

{ token_type: 'bearer', 

access_token: 

'2b6ced831413685ec33204abc2a9a476310a852f53a763b72c854fd7708499f1bc0b362 

6bfcfef2a2cfe0519356c9d7cb1b514243cb29f60e76b92d4a64ea8bd', 

expires_in: 3600 } 
 

http://demo.cassia.pro/api/gap/nodes?event=1&mac=
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• ƴƻŘŜΥ ǘƘŜ ƳŀŎ ŀŘŘǊŜǎǎ ƻŦ ŀ .[9 ŘŜǾƛŎŜ όŜΦƎΦ 9CΥCоΥ/CΥCлΥу.Υумύ 

• ƘŀƴŘƭŜΥ ŀŦǘŜǊ ȅƻǳ ŦƛƴŘ ǘƘŜ ŘŜǾƛŎŜ ǎŜǊǾƛŎŜǎΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΩǎ .ƭǳŜǘƻƻǘƘ ǇǊƻŦƛƭŜΣ ȅƻǳ 
Ŏŀƴ ƛŘŜƴǘƛŦȅ ƛǘǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƘŀƴŘƭŜ ƛƴŘŜȄ ƛƴ ǘƘŜ ¦¦L5 όŜΦƎΦ отύ 

• ǾŀƭǳŜΥ ǘƘŜ ƘŜȄ ǾŀƭǳŜ ǿǊƛǘǘŜƴ ƛƴǘƻ ǘƘŜ ƘŀƴŘƭŜ όŜΦƎΦ CCллл/ллύ 

• ŎƘƛǇ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΣ ƛƴŘƛŎŀǘŜǎ ǿƘƛŎƘ ŎƘƛǇ ƻŦ ǘƘŜ /ŀǎǎƛŀ ǊƻǳǘŜǊ ƛǎ ǳǎŜŘ ŦƻǊ ǎŎŀƴ ŀƴŘ 
ŎƻƴƴŜŎǘΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ǇƛŎƪ ǳǇ ǘƘŜ ŎƘƛǇ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŀǎŜŘ ƻƴ ŀƴ ƛƴǘŜǊƴŀƭ 
ŀƭƎƻǊƛǘƘƳΦ { {ŜǊƛŜǎ ǊƻǳǘŜǊǎ ƻƴƭȅ ǎǳǇǇƻǊǘ ŎƘƛǇ лΣ ·млллκ9млллκ/мллл ǎǳǇǇƻǊǘǎ л ŀƴŘ мΦ 

 
6.2.  Management APIs 

 
6.2.1.  Obtain Cassia router ’s configuration  

 

¸ƻǳ Ŏŀƴ ǳǎŜ ōŜƭƻǿ !tL ǘƻ ƻōǘŀƛƴ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ŀ ǊƻǳǘŜǊΣ ƛƴŎƭǳŘƛƴƎ ƛǘǎ Lt ŀŘŘǊŜǎǎΣ 

ƳƻŘŜƭΣ ǾŜǊǎƛƻƴΣ ŜǘŎΦ 

 

 
 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

 

 
 

6.2.2.  Obtain Cassia router ’s status 
 

¸ƻǳ ƳƛƎƘǘ ǳǎŜ ōŜƭƻǿ !tL ǘƻ ƻōǘŀƛƴ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ŀ ǊƻǳǘŜǊΣ ŜƛǘƘŜǊ ƻƴƭƛƴŜ ƻǊ ƻŦŦƭƛƴŜΦ ¢ƘŜ 

GET http://{your AC domain}/api/cassia/info?mac=<hubmac> 

{"capwap-uplinkmac":"CC:1B:E0:E7:FD:84","cpu":{"used":158,"total":2184},"mem":{"used":103508, 
"total":225716},"capwap-state":"7\n","timeconf":{"now":"2018-09-07 09:56:42","ntp2":"stdtime.gov.hk", 
"auto":true,"ntp1":"time.nist.gov"},"timezone":"Asia\/Shanghai","chipinfo":{"1":{"adv_en":"0","ant":"0","max":11,"s
can_type":"0","ver":"7","addr":"CC:EB:E0:19:88:1F","scan_en":"0","status":"Idle","speed":{"rx":0,"tx":0},"id":"1"},"
0":{"adv_en":"0","ant":"0","max":11,"scan_type":"0","ver":"7","addr":"CC:EB:E0:19:88:1E","scan_en":"0","status":
"Idle","speed":{"rx":0,"tx":0},"id":"0"}},"conn_params":{"type":0,"latency":0,"conn_max_intval":30,"supvtimeout":1
000,"conn_min_intval":7.5,"scan_window":30,"scan_intval":60},"mqtt_stat":{"e":[0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0],"
d":0,"s":0,"f":0},"wireless":{"proto":"static","dns":"","dns2":"","netmask":"255.255.255.0","ip":"192.168.40.1","pass
word":"cassia-E7FD84","speed":{"rx":0,"tx":0},"iface":{"mac":"CC:1B:E0:E7:FD:85","mtu":"1500", 
"netmask":"255.255.255.0","ip":"192.168.40.1","tx":"428","name":"wlan0","metric":"0","rx":"0","bcast":"192.168.4
0.255"},"country":"US","gateway":"","mode":"ap","ssid":"cassia-E7FD84","dns1":""},"ssh-
login":"1","ble_power":20,"sqs_stat":{"e":[0,0,0,0,0,0],"d":0,"s":0,"f":0},"fat":"0","mac":"CC:1B:E0:E7:FD:84","cont
ainer":{"disk":{"used":"1.0G","total":"2.3G"},"kernel":"Ubuntu 16.04.3 LTS\n", 
"iface":{"mac":"FE:EB:E0:BE:E0:62","mtu":"1500","tx":"636","name":"vethBU791K","metric":"0","rx":"568"},"cpu":
{"used":205,"total":2204},"status_code":3,"process":"USER       PID %CPU %MEM    VSZ   RSS TTY      STAT 
START   TIME COMMAND\nroot         1  0.0  0.4   2612  1056 pts\/0    Ss+  01:55   0:00 \/bin\/bash 
\/root\/start.sh\nroot        71  0.0  0.3   7980   848 ?        Ss   01:55   0:00 \/usr\/sbin\/sshd\nroot        86  7.1 10.5 
118496 23852 ?        Ssl  01:55   0:04 PM2 v2.10.1: God Daemon (\/root\/.pm2)\nroot        99  0.0  0.6   2708  
1360 pts\/0    S+   01:55   0:00 \/bin\/bash\nroot       133  0.0  0.4   4740  1124 ?        R    01:56   0:00 ps 
aux\n","apps":{},"speed":{"rx":0,"tx":0},"mem":{"used":52350976,"total":134217728},"status":"running"},"capwap-
uplink":"wired","ac":{"port":"5246,5247","user":"","control_port":"5246","data_port":"5247","force_network":"1","a
ddress":""},"capwap-ip":"168.168.20.154\n","https":"0","dongle":{"keepalive":"","ifname":"ppp0", 
"dialnumber":"*99#","service":"umts","defaultroute":"","username":"","pincode":"","apn":"3gnet","metric":"5","prot
o":"3g","dns":"","device":"\/dev\/ttyUSB0","maxwait":"","password":"","ipv6":"","type":"none","demand":"","peerdn
s":""},"scan":{"one_scan_time":"300","scan_interval":"15","scan_window":"10"},"wired":{"duplex":"full","proto":"dh
cp","speed":{"rx":0.381,"tx":0.2376},"iface":{"mac":"CC:1B:E0:E7:FD:84","mtu":"1500","netmask":"255.255.255.0
","ip":"168.168.20.30","tx":"27746","name":"eth0","metric":"1","rx":"31793","bcast":"168.168.20.255"},"trans_spe
ed":"100"},"chip-params":"1","version":"1.3.0.1807030130","local-api":"0","start":{"bypass":{"use":"mqtt"}}, 
"capwap-runtime":54,"uptime":"94","model":"X1000"} 
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ǊŜǘǳǊƴ ǊŜǎǳƭǘ ƛǎ ŀ W{hb ƻōƧŜŎǘΦ 

 

NOTEΥ ǘƘƛǎ !tL ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜ ŦƻǊ ƻƴƭƛƴŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜ ŦƻǊ ƻŦŦƭƛƴŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

 

 
 

6.2.3.  Monitor Cassia router ’s status 
 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘƛǎ !tL ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ŀ ǊƻǳǘŜǊ ŎƻƴǘƛƴǳƻǳǎƭȅΦ 

 

NOTEΥ ¢Ƙƛǎ !tL ƛǎ ŀ {ŜǊǾŜǊπ{Ŝƴǘ 9ǾŜƴǘǎ ό{{9ύ !tL ŀƴŘ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜ ŦƻǊ ƻƴƭƛƴŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

data:  

{"model":"X1000","ip":"96.64.240.30","mac":"CC:1B:E0:E0:98:50",  

"version":"1.1.1.1710261111","uptime":0,"user":"tester","locali  

GET http://{your AC domain}/api/cassia/hubs/<hubmac> 

{"_id":"5a9497eeadc22500524e27e5","id":"CC:1B:E0:E0:DF:80","mac":"CC:1B:E0:E0:DF:80","name":"New 

Bootloader","group":"SJCLab","status":"online","model":"E1000","version":"1.2.1.1803121427","position":"" 

,"time":1519687662258,"ip":"96.64.240.30","localip":"192.168.0.106","uptime":807183,"offline_time":1523 

468797,"online_time":1523468804,"update_status":"update_ok","update_reason":"","update_version":"1.2. 

1.1803121427","update_progress":100,"groupcolor":"undefined"} 

{"_id":"5a9f5bb26d48ab005290b45f","id":"CC:1B:E0:E0:61:9C","mac":"CC:1B:E0:E0:61:9C","name":"Cassia  

Router","group":"","status":"offline","model":"C1000","version":"1.2.2.1801101456","position":"","time":15 

20393138130,"ip":"73.202.248.99","localip":"192.168.1.106","uptime":1708,"offline_time":1520893570,"onl 

ine_time":1520891832,"update_status":"update_ok","update_reason":"","update_version":"","update_prog 

ress":0} 

 

GET http://{your AC domain}/api/cassia/hubStatus 
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p":"192.168.0.105","whitelist":true,"status":"online"}  

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜ ŦƻǊ ƻŦŦƭƛƴŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

data: {"mac":" CC:1B:E0:E0:98:50","status":"offline"}  

 

6.2.4.  Obtain all online routers’ status 
 

NOTEΥ ¢Ƙƛǎ !tL ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 

 
 

¢ƘŜ ǊŜǘǳǊƴ ǊŜǎǳƭǘ ƛǎ ŀƴ ŀǊǊŀȅ ƻŦ W{hb ƻōƧŜŎǘǎΦ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 
 

 
 

6.2.5.  Reboot a router remotely  
 

 
 

 

6.3.  Traffic Related  APIs 
 

6.3.1.  Scan Bluetooth devices 
 

¢ƻ ǳǎŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǎŎŀƴ .ƭǳŜǘƻƻǘƘ [ƻǿ 9ƴŜǊƎȅ ό.[9ύ ŘŜǾƛŎŜǎ ǘƘǊƻǳƎƘ ȅƻǳǊ !/Υ 

GET http://{your AC domain}/api/cassia/hubs 
 

GET http://{your AC domain}/api/cassia/reboot?mac=<hubmac> 
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¢Ƙƛǎ !tL ƛǎ ŀ {ŜǊǾŜǊπ{Ŝƴǘ 9ǾŜƴǘǎ ό{{9ύ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǊǳƴƴƛƴƎ ŎƻƴǘƛƴǳƻǳǎƭȅΦ tƭŜŀǎŜ ŎƘŜŎƪ 

ŦƛƎǳǊŜ р ŦƻǊ ǊŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΦ 

 

IŜǊŜ ŀǊŜ ƳƻǊŜ ƻǇǘƛƻƴŀƭ ǇŀǊŀƳŜǘŜǊǎΦ 

• ŀŎǘƛǾŜ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΣ л ƛƴŘƛŎŀǘŜǎ ǇŀǎǎƛǾŜ ǎŎŀƴƴƛƴƎ ŀƴŘ м ŀŎǘƛǾŜ ǎŎŀƴƴƛƴƎΦ LŦ ȅƻǳ Řƻƴϥǘ 
ǎǇŜŎƛŦȅΣ ōȅ ŘŜŦŀǳƭǘ /ŀǎǎƛŀ ǊƻǳǘŜǊǎ ǿƛƭƭ ǇŜǊŦƻǊƳ ǇŀǎǎƛǾŜ ǎŎŀƴƴƛƴƎΦ 

• ŦƛƭǘŜǊψŘǳǇƭƛŎŀǘŜǎ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΣ ǘǳǊƴ ƻƴκƻŦŦ ǘƻ ŦƛƭǘŜǊ ŘǳǇƭƛŎŀǘŜŘ ǊŜŎƻǊŘǎΦ 5ŜŦŀǳƭǘ ƛǎ лΦ 

 
6.3.2.  Filter scanned data based on device MAC, RSSI, name, and UUID 

 

¢Ƙƛǎ !tL Ŏŀƴ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ǊŜŘǳŎŜ ǘƘŜ ŀƳƻǳƴǘ ƻŦ ǇŀŎƪŜǘǎ ǎŜƴǘ ŦǊƻƳ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ 

ǎŜǊǾŜǊΦ 

 

NOTEΥ aǳƭǘƛǇƭŜ ŦƛƭǘŜǊǎ Ŏŀƴ ōŜ ǳǎŜŘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ {ŎŀƴƴŜŘ Řŀǘŀ ƛǎ ǊŜǘǳǊƴŜŘ ƛŦ ŀƭƭ 

ŎƻƴŘƛǘƛƻƴǎ ŀǊŜ ƳŜǘΦ ¢ƘŜ ǿƛƭŘŎŀǊŘ ƛǎ ƴƻǘ ǎǳǇǇƻǊǘŜŘΦ 

 

 
 

/ǳǎǘƻƳŜǊǎ Ŏŀƴ ŦƛƭǘŜǊ ƻǳǘ ŘŜǾƛŎŜǎ ōŀǎŜŘ ƻƴ ƛǘǎ w{{L ƭŜǾŜƭΣ ŜΦƎΦ ŦƛƭǘŜǊ ƻǳǘ ŘŜǾƛŎŜǎ ǿƘƻΩǎ w{{L 

ǾŀƭǳŜ ƛǎ ǿŜŀƪŜǊ ǘƘŀƴ ŀ ŎŜǊǘŀƛƴ ǾŀƭǳŜΦ 

 

 

 

Lƴ ŀŘŘƛǘƛƻƴΣ ŎǳǎǘƻƳŜǊǎ Ŏŀƴ ŦƛƭǘŜǊ ƻǳǘ ŘŜǾƛŎŜǎ ōŀǎŜŘ ƻƴ ǎŜǊǾƛŎŜ ¦¦L5 ŀƴŘ ƴŀƳŜ ƛƴǎƛŘŜ ǘƘŜ 

ǎŎŀƴƴŜŘ ǇŀŎƪŜǘǎΦ ¢ƘŜ ǎŜǊǾƛŎŜ ¦¦L5 Ƴŀȅ ōŜ ƻƴƭȅ ǇŀǊǘ ƻŦ ǘƘŜ ¦¦L5 ƛƴ .[9 ǇǊƻŦƛƭŜΦ ²Ƙŀǘ ƛǎ 

ƳƻǊŜΣ ŦƛƭǘŜǊψǳǳƛŘ ǎƘƻǳƭŘ ƴƻǘ ƛƴŎƭǳŘŜ άπέΦ 

 

 

 

¢ƘŜ ǎǘǊǳŎǘǳǊŜ ƻŦ .[9 ŀŘǾŜǊǘƛǎŜ ǇŀŎƪŜǘǎ ŀƴŘ ǎŎŀƴ ǊŜǎǇƻƴǎŜ ǇŀŎƪŜǘǎ ƛǎ ώм .ȅǘŜ [ŜƴƎǘƘ όǘȅǇŜ 

Ҍ Řŀǘŀύ Ҍ м .ȅǘŜ ¢ȅǇŜ Ҍ 5ŀǘŀϐ Ȅ ƴΦ Lƴ ƻǊŘŜǊ ǘƻ ŦƛƭǘŜǊ ōȅ ¦¦L5 ƻǊ ƴŀƳŜΣ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 

ǘȅǇŜ ǎƘƻǳƭŘ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ ŀŘǾŜǊǘƛǎŜ ǇŀŎƪŜǘǎ όŀŘ5ŀǘŀύ ƻǊ ǎŎŀƴ ǊŜǎǇƻƴǎŜ ǇŀŎƪŜǘǎ 

όǎŎŀƴ5ŀǘŀύΦ .Ŝƭƻǿ ŀǊŜ ǘƘŜ ǘȅǇŜǎΦ 

 

ІŘŜŦƛƴŜ 9Lwψ¦¦L5мсψ{ha9 лȄлн  κϝ мсπōƛǘ ¦¦L5Σ ƳƻǊŜ ŀǾŀƛƭŀōƭŜ ϝκ 

ІŘŜŦƛƴŜ 9Lwψ¦¦L5мсψ![[  лȄло  κϝ мсπōƛǘ ¦¦L5Σ ŀƭƭ ƭƛǎǘŜŘ ϝκ 

ІŘŜŦƛƴŜ 9Lwψ¦¦L5онψ{ha9 лȄлп  κϝ онπōƛǘ ¦¦L5Σ ƳƻǊŜ ŀǾŀƛƭŀōƭŜ ϝκ 

GET http://{your AC domain}/api/gap/nodes?event=1&mac=<hubmac> 
 

GET http://{your AC domain}/api/gap/ 

nodes?event=1&mac=<hubmac>&filter_mac=<mac1>,<mac2>, … , <macX> 

GET http://{your AC domain}/api/gap/ 
nodes?event=1&mac=<hubmac>&filter_rssi=<rssi> 

 

GET http://{your AC domain}/api/gap/ 
nodes?event=1&mac=<hubmac>&filter_uuid=<uuid1>,<uuid2>, … , <uuidX> 

GET http://{your AC domain}/api/gap/ 
nodes?event=1&mac=<hubmac>&filter_name=<name1>,<name2>, … , <nameX> 
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ІŘŜŦƛƴŜ 9Lwψ¦¦L5онψ![[  лȄлр  κϝ онπōƛǘ ¦¦L5Σ ŀƭƭ ƭƛǎǘŜŘ ϝκ 

ІŘŜŦƛƴŜ 9Lwψ¦¦L5мнуψ{ha9    лȄлс  κϝ мнуπōƛǘ ¦¦L5Σ ƳƻǊŜ ŀǾŀƛƭŀōƭŜ ϝκ 

ІŘŜŦƛƴŜ 9Lwψ¦¦L5мнуψ![[ лȄлт  κϝ мнуπōƛǘ ¦¦L5Σ ŀƭƭ ƭƛǎǘŜŘ ϝκ 

ІŘŜŦƛƴŜ 9Lwψb!a9ψ{Ihw¢  лȄлу  κϝ ǎƘƻǊǘŜƴŜŘ ƭƻŎŀƭ ƴŀƳŜ ϝκ 

ІŘŜŦƛƴŜ 9Lwψb!a9ψ/hat[9¢9   лȄлф  κϝ ŎƻƳǇƭŜǘŜ ƭƻŎŀƭ ƴŀƳŜ ϝκ 

 

.Ŝƭƻǿ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ƴŀƳŜ ƛƴ ǎŎŀƴ ǊŜǎǇƻƴǎŜΦ 

 
 

.Ŝƭƻǿ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ¦¦L5 ƛƴ ŀŘǾŜǊǘƛǎŜ ǇŀŎƪŜǘΦ ¢ƘŜ ǳǳƛŘ ƛƴ ǘƘƛǎ ŀŘǾŜǊǘƛǎŜ 

ǇŀŎƪŜǘǎ ƛǎ CлCCΦ tƭŜŀǎŜ ƳƻǾŜ ǘƘŜ ƭŀǎǘ ōȅǘŜ όCCύ ŦƻǊǿŀǊŘ ŀƴŘ ŀŘŘ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ōȅǘŜǎόCлύΣ 

ƘŜǊŜ ŎƻƳŜǎ ǘƘŜ ŦƛƭǘŜǊψǳǳƛŘҐ CCCлΦ 

 

 
 

6.3.3.  Connect/disconnect to a target device  
 

¢ƻ ǳǎŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǎǇŜŎƛŦƛŎ .[9 ŘŜǾƛŎŜǎ ǳǎƛƴƎ /ŀǎǎƛŀ !/Υ 

 
 

NOTEΥ ƳǳƭǘƛǇƭŜ ŎƻƴƴŜŎǘƛƴƎ ǊŜǉǳŜǎǘǎ Ŏŀƴƴƻǘ ōŜ ƘŀƴŘƭŜŘ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ōȅ ƻƴŜ ǊƻǳǘŜǊΦ 

¦ǎŜǊ ƴŜŜŘǎ ǘƻ ƘŀƴŘƭŜ ǊŜǉǳŜǎǘǎ ƛƴ ǎŜǊƛŀƭΣ ǿƘƛŎƘ ƛǎ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ ǊŜǎǇƻƴǎŜ ŀƴŘ ǘƘŜƴ ƛƴǾƻƪŜ 

ǘƘŜ ƴŜȄǘ ŎƻƴƴŜŎǘƛƴƎ ǊŜǉǳŜǎǘΦ 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ ǘƘƛǎ !tLΦ 

• ǘȅǇŜ όƳŀƴŘŀǘƻǊȅύΥ ǘƘŜ .[9 ŘŜǾƛŎŜΩǎ ŀŘŘǊŜǎǎ ǘȅǇŜΣ ŜƛǘƘŜǊ ǇǳōƭƛŎ ƻǊ ǊŀƴŘƻƳΦ 

• ǘƛƳŜƻǳǘ όƻǇǘƛƻƴŀƭύΥ ƛƴ ƳǎΣ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǊŜǉǳŜǎǘ ǿƛƭƭ ǘƛƳŜƻǳǘ ƛŦ ƛǘ ŎŀƴΩǘ ōŜ ŦƛƴƛǎƘŜŘ 
ǿƛǘƘƛƴ ǘƘƛǎ ǘƛƳŜΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǘƛƳŜƻǳǘ ƛǎ рΣлллƳǎΦ ¢ƘŜ ǊŀƴƎŜ ƻŦ ǾŀƭǳŜ ƛǎ нллƳǎ ς 
нллллƳǎΦ 

• ŀǳǘƻ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΣ ƛƴŘƛŎŀǘŜǎ ǿƘŜǘƘŜǊ ƻǊ ƴƻǘ ǘƘŜ .[9 ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 
ǊŜŎƻƴƴŜŎǘŜŘ ŀŦǘŜǊ ƛǘ ƛǎ ŘƛǎŎƻƴƴŜŎǘŜŘ ǳƴŜȄǇŜŎǘŜŘƭȅΦ wŜǘǳǊƴ ǾŀƭǳŜΥ нлл ŦƻǊ ǎǳŎŎŜǎǎΣ рлл 
ŦƻǊ ŜǊǊƻǊΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ лΦ 

POST http://{your AC domain}/api/gap/nodes/<node>/connection?mac=<hubmac> 
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• ŘƛǎŎƻǾŜǊƎŀǘǘ όƻǇǘƛƻƴŀƭύΥ л ƻǊ м όŘŜŦŀǳƭǘύ 

× ±ŀƭǳŜ м ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǊƻǳǘŜǊ ǎƘƻǳƭŘ ǳǎŜ ǘƘŜ ŎŀŎƘŜŘ D!¢¢ ŘŀǘŀōŀǎŜ ǿƘƛŎƘ ǿŀǎ 
ŘƛǎŎƻǾŜǊŜŘ ŘǳǊƛƴƎ ǇǊŜǾƛƻǳǎ ŎƻƴƴŜŎǘƛƻƴΦ Lǘ ǿƛƭƭ ǎŀǾŜ ǘƛƳŜ ŦƻǊ ǎŜǊǾƛŎŜ ŘƛǎŎƻǾŜǊ !tLΣ 
ōǳǘ ƳŀȅōŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ƴƻǘ ǳǇŘŀǘŜŘΦ 

× ±ŀƭǳŜ л ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǊƻǳǘŜǊ ǎƘƻǳƭŘ ƴƻǘ ǳǎŜ ǘƘŜ ŎŀŎƘŜŘ D!¢¢ ŘŀǘŀōŀǎŜΦ ²ƘŜƴ 
ŎǳǎǘƻƳŜǊ Ŏŀƭƭǎ ǎŜǊǾƛŎŜ ŘƛǎŎƻǾŜǊ !tLΣ ǘƘŜ ǊƻǳǘŜǊ ǎƘƻǳƭŘ ǊŜŀŘ ǘƘŜ D!¢¢ ǎŜǊǾƛŎŜǎ ϧ 
ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ŦǊƻƳ ǘƘŜ .[9 ŘŜǾƛŎŜΦ 

 

IŜǊŜ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ŀŎŎŜǎǎ ǘƘŜ ǊƻǳǘŜǊ ŦǊƻƳ ǘƘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪ όƴƻ άκŀǇƛέ ŀƴŘ 

άƳŀŎҐғƳŀŎҔέύΦ 

 

 

 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

¢ƻ ŘƛǎŎƻƴƴŜŎǘΥ 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

DŜǘ ǘƘŜ ŘŜǾƛŎŜ ƭƛǎǘ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ǊƻǳǘŜǊΥ 

 

 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 
 

{"nodes":[{"type":"random","bdaddrs":{"bda ddr":"EF:A3:E6:94:CD:2D","bdadd  

Type":"random"},"chipId":0,"handle":"","na me":"","connectionState":"cone  

ted","id":"EF:A3:E6:94:CD:2D"}]}  

 

curl -X POST -H "content-type: application/json" -d 

'{"timeout":"1000","type":"public","auto":"1"}' 

'http://172.16.10.6/gap/nodes/CC:1B:E0:E8:09:2B/connection' 

 

DELETE http://{your AC domain}/api/gap/nodes/<node>/connection?mac=<hubmac> 
 

GET http://{your AC 

domain}/api/gap/nodes?connection_state=connected&mac=<hubmac> 
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6.3.4.  Discover GATT services and characteristics  
 

5ƛǎŎƻǾŜǊ ŀƭƭ ǎŜǊǾƛŎŜǎΥ 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

 
[{ "uuid":"00001800 - 0000 - 1000 - 8000  

00805f9b34fb","primary":true,"handle":1},{"uuid":"00001801 - 0000 - 1000- 8000  

00805f9b34fb","primary":true,"handle":8},{ "uuid":"0000fd00 - 0000 - 1000 - 8000  

00805f9b34fb","primary":true,"handle":9},{ "uuid":"0000180d - 0000 - 1000 - 8000  

00805f9b34fb","primary":true,"handle": 20},{"uuid":"0000180f - 0000 - 1000  

8000 - 00805f9b34fb","primary":true,"han dle":26},{"uuid":"0000180a - 0000  

1000 - 8000 - 00805f9b34fb","primary":true ,"handle":30},{"uuid":"00001802  

0000 - 1000 - 8000  

00805f9b34fb","primary":true,"han dle": 43},{"uuid":"00001803 - 0000 - 1000  

8000 - 00805f9b34fb","primary":true,"handle":46}]  
 

5ƛǎŎƻǾŜǊ ŀƭƭ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΥ 

 

 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 
 

[{"handle":3,"properties":10, "uuid":"00002a00 - 0000 - 1000 - 8000  

00805f9b34fb"},{"handle":5,"properties":2, "uuid":"00002a01 - 0000 - 1000 - 8000  

00805f9b34fb"},{"handle":7,"pr operties":2, "uuid":"00002a04 - 0000 - 1000 - 8000  

00805f9b34fb"},{"handle":11,"properties":16,"uuid":"0000fd0 9- 0000 - 1000  

8000 - 00805f9b34fb"},{"handle":14,"prop erties":4,"uuid":"0000fd0a - 0000  

1000 - 8000 - 00805f9b34fb"}]  
 

5ƛǎŎƻǾŜǊ ŀƭƭ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ƛƴ ƻƴŜ ǎŜǊǾƛŎŜΥ 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

 
[{"handle":48,"properties":10, "uuid":"00002a06 - 0000 - 1000 - 8000  

00805f9b34fb"}]  

GET http://{your AC domain}/api/gatt/nodes/<node>/services?mac=<hubmac> 
 

GET 

http://{your AC domain}/api/gatt/nodes/<node>/characteristics?mac=<hubmac> 
 

GET 

http://{your AC 
domain}/api/gatt/nodes/<node>/services/<service_uuid>/characteristics?mac=<hubmac> 
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5ƛǎŎƻǾŜǊ ŀƭƭ ŘŜǎŎǊƛǇǘƻǊǎ ƛƴ ƻƴŜ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎΥ 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 
 

[{"handle":48,"properties":10,"uuid":"00002a06 - 0000 - 1000 - 8000  

00805f9b34fb"}]  

 

5ƛǎŎƻǾŜǊ ŀƭƭ ǎŜǊǾƛŎŜǎΣ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΣ ŀƴŘ ŘŜǎŎǊƛǇǘƻǊǎ ŀƭƭ ŀǘ ƻƴŎŜΥ 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 
 

[{ "uuid":"00001800 - 0000 - 1000 - 8000  

00805f9b34fb","primary":true,"characterist ics":[{"descriptors":[{"handle"  

3, "uuid":"00002a00 - 0000 - 1000 - 8000  

00805f9b34fb"}],"handle":3,"properties":10,"uuid":"000 02a00 - 0000 - 1000  

8000 - 00805f9b34fb"},{"descriptors":[{" handle": 5,"uuid":"00002a01 - 0000  

1000 - 8000 - 00805f9b34fb"}],"handle":5,"prop erties":2,"uuid":"00002a01 - 0000  

1000 - 8000 - 00805f9b34fb"},{"descriptors ":[{"handle":7,"uuid":"00002a04  

0000 - 1000 - 8000 - 00805f9b34fb"}],"handle":7, "properties":2,"uuid":"00002a04  

0000 - 1000 - 8000 - 00805f9b34fb"}],"handle":1}]  

 
 

6.3.5.  Read/write the value of a specific characteristic  
 

¢ƘŜ ǊŜŀŘκǿǊƛǘŜ ƻǇŜǊŀǘƛƻƴǎ ŀǊŜ ōŀǎŜŘ ƻƴ ǘƘŜ ƘŀƴŘƭŜ όŦƻǳƴŘ ƛƴ ǘƘŜ ŘƛǎŎƻǾŜǊ ǊŜǎǳƭǘύ ƻŦ ŀ 

ǎǇŜŎƛŦƛŎ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎΦ 

 

¢ƻ ǊŜŀŘ ōȅ ǘƘŜ ƘŀƴŘƭŜΥ 

 
 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

GET http://{your AC 

domain}/api/gatt/nodes/<node>/characteristics/<characteristic_uuid>/descriptors?mac=<

hubmac> 

 

GET http://{your AC 

domain}/api/gatt/nodes/<node>/services/characteristics/descriptors?mac=<hubmac> 

 

GET http://{your AC 

domain}/api/gatt/nodes/<node>/handle/<handle>/value?mac=<hubmac> 
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{"handle":"36","value":"56312e362e31"}  

 

¢ƻ ǿǊƛǘŜ ōȅ ǘƘŜ ƘŀƴŘƭŜΥ 

 
 

hǇǘƛƻƴŀƭ ǇŀǊŀƳŜǘŜǊǎΦ 

• ƴƻǊŜǎǇƻƴǎŜ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΣ ǘǳǊƴ ƻƴκƻŦŦ ǘƘŜ ǊŜǎǇƻƴǎŜ ƳŜǎǎŀƎŜΦ 5ŜŦŀǳƭǘ ƛǎ лΦ 

         м ƛƴŘƛŎŀǘŜǎ ŎƘƛǇ ǿƛƭƭ ƴƻǘ ǎŜƴŘ ǊŜǎǇƻƴǎŜ ŀŦǘŜǊ ŎƻƳǇƭŜǘŜ ǿǊƛǘƛƴƎΦ 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

.Ŝƭƻǿ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ƻǇŜƴƛƴƎ ŀƴŘ ŎƭƻǎƛƴƎ ŀ ǎǇŜŎƛŦƛŎ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎΩǎ ƴƻǘƛŦƛŎŀǘƛƻƴ ŀƴŘ 

ƛƴŘƛŎŀǘƛƻƴ ōȅ ²ǊƛǘŜ !tLΦ 

 

CƛǊǎǘΣ ȅƻǳ ƴŜŜŘ ǘƻ Ŏŀƭƭ ǘƘŜ 5ƛǎŎƻǾŜǊ !tL ǘƻ ŦƛƴŘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŘŜǎŎǊƛǇǘƻǊǎ ƻŦ ǘƘŜ 

ǎǇŜŎƛŦƛŜŘ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎΦ ¢ƘŜƴΣ ƻǇŜƴ ǘƘŜ ŘŜǎŎǊƛǇǘƻǊǎΣ ŦƛƴŘ ǘƘŜ ¦¦L5 ŀƴŘ ƛǘǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 

ƘŀƴŘƭŜΣ ŜΦƎΦ άотέΦ bƻǿΣ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƘƛǎ ƘŀƴŘƭŜ ƛƴ ǘƘŜ ²ǊƛǘŜ !tLΦ ¢ƻ ƻǇŜƴ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴΣ 

ǎŜǘ ǘƘŜ ǾŀƭǳŜ ǘƻ ϦлмллϦΤ ǘƻ ƻǇŜƴ ǘƘŜ ƛƴŘƛŎŀǘƛƻƴΣ ǎŜǘ ǘƘŜ ǾŀƭǳŜ ǘƻ ϦлнллϦΤ ǘƻ ŎƭƻǎŜ ǘƘŜ 

ƴƻǘƛŦƛŎŀǘƛƻƴκƛƴŘƛŎŀǘƛƻƴΣ ǎŜǘ ǘƘŜ ǾŀƭǳŜ ǘƻ ϦллллϦ όотΣ лмллΣ лнлл ŀƴŘ лллл ŀǊŜ ŜȄŀƳǇƭŜǎύΦ 

 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 
6.3.6.  Send advertise data 

 

{ǘŀǊǘ ǎŜƴŘƛƴƎ ŀŘǾŜǊǘƛǎŜ ŘŀǘŀΥ 

 

 

IŜǊŜ ŀǊŜ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ 

• LƴǘŜǊǾŀƭ όƻǇǘƛƻƴŀƭύΥ ŀŘǾŜǊǘƛǎƛƴƎ ƛƴǘŜǊǾŀƭ ƛƴ ƳǎΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ рллƳǎΦ 

• ŀŘψǘȅǇŜ όƻǇǘƛƻƴŀƭύΥ ŀŘǾŜǊǘƛǎƛƴƎ ǘȅǇŜ όǎŜŜ ōŜƭƻǿ ǘŀōƭŜύΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ оΦ 

GET http://{your AC 

domain}/api/gatt/nodes/<node>/handle/<handle>/value/<value>?mac=<hubmac> 

 

GET http://{your AC 
domain}/api/gatt/nodes/<node>/handle/37/value/0100?mac=<hubmac> 

 

GET http://{your AC domain}/api/advertise/start?mac=<mac> 
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• ŀŘψŘŀǘŀ όƳŀƴŘŀǘƻǊȅύΥ ŀŘǾŜǊǘƛǎŜ ǇŀŎƪŀƎŜΦ ¢ƘŜ Řŀǘŀ ǘȅǇŜ ƛǎ ǎǘǊƛƴƎΦ 

• ǊŜǎǇψŘŀǘŀ όƻǇǘƛƻƴŀƭύΥ ǎŎŀƴ ǊŜǎǇƻƴǎŜ ǇŀŎƪŀƎŜΦ ¢ƘŜ Řŀǘŀ ǘȅǇŜ ƛǎ ǎǘǊƛƴƎΦ ²ƘŜƴ ȅƻǳ ǿŀƴǘ ǘƻ 
ǎŜƴŘ ǊŜǎǇψŘŀǘŀΣ ǇƭŜŀǎŜ ǎŜǘ ŀŘψǘȅǇŜҐлΦ 

 
Value ad_type Comments 

л !5±ψLb5 /ƻƴƴŜŎǘŀōƭŜ ǳƴŘƛǊŜŎǘŜŘ ŀŘǾŜǊǘƛǎƛƴƎ 
м !5±ψ5Lw9/¢ψLb5 /ƻƴƴŜŎǘŀōƭŜ ŘƛǊŜŎǘŜŘ ŀŘǾŜǊǘƛǎƛƴƎ 
н !5±ψ{/!bψLb5 {ŎŀƴƴŀōƭŜ ǳƴŘƛǊŜŎǘŜŘ ŀŘǾŜǊǘƛǎƛƴƎ 
о !5±ψbhb/hbbψLb5 bƻƴ ŎƻƴƴŜŎǘŀōƭŜ ǳƴŘƛǊŜŎǘŜŘ ŀŘǾŜǊǘƛǎƛƴƎ 
п {/!bψw{t {Ŏŀƴ wŜǎǇƻƴǎŜ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 
{ǘƻǇ ǎŜƴŘƛƴƎ ŀŘǾŜǊǘƛǎŜ ŘŀǘŀΥ 

 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.3.7.  Get device connection status  

 
{{9 !tL ǘƻ ƎŜǘ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎ ƻŦ ŀƭƭ ǘƘŜ ŘŜǾƛŎŜǎ ǘƘŀǘ ƘŀǾŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ǊƻǳǘŜǊΥ 

 
 

²ƘŜƴ ŀ ŘŜǾƛŎŜ ǎǘŀǘǳǎ ƛǎ ŎƘŀƴƎŜŘ ŦǊƻƳ ŘƛǎŎƻƴƴŜŎǘŜŘ ǘƻ ŎƻƴƴŜŎǘŜŘΣ ƻǊ ŦǊƻƳ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ŘƛǎŎƻƴƴŜŎǘŜŘΣ ȅƻǳ ǿƛƭƭ ƎŜǘ ŀ ǊŜǎǇƻƴǎŜΦ CƻǊ ŜȄŀƳǇƭŜΣ 

data: {"handle":"CC:1B:E0:E8:0D:F2","connectionState":"con nected"} 

data: {"handle":"88:C6:26:92:58:77","connectionState":"disconnected"}  

 

6.3.8.  Receive notification and indication  

 
{{9 !tL ǘƻ ŎƻƴǘƛƴǳŜǎ ǊŜŎŜƛǾŜ ƴƻǘƛŦƛŎŀǘƛƻƴ ŀƴŘ ƛƴŘƛŎŀǘƛƻƴΦ 

 
 

6.4.  Positioning APIs 
 

GET http://{your AC domain}/api/advertise/stop?mac=<mac> 

 

GET http://{your AC domain}/api/management/nodes/connection-
state?mac=<hubmac> 

  GET http://{your AC domain}/api/gatt/nodes?event=1&mac=<hubmac> 
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/ŀǎǎƛŀ ǎǳǇǇƻǊǘǎ ǊƻƻƳπōŀǎŜŘ .ƭǳŜǘƻƻǘƘ ƭƻŎŀǘƛƻƴ ǘǊŀŎƪƛƴƎΦ .Ŝƭƻǿ ŀǊŜ ǘƘŜ ǊŜƭŀǘŜŘ !tLǎΦ  

 

NOTEΥ .ŜŦƻǊŜ ŎŀƭƭƛƴƎ ŀƴȅ ǇƻǎƛǘƛƻƴƛƴƎ !tLǎΣ ǇƭŜŀǎŜ Ŏŀƭƭ ǎŎŀƴ !tL ŦƻǊ ǘƘŜ ǊŜƭŀǘŜŘ ǊƻǳǘŜǊǎΦ 

tƻǎƛǘƛƻƴƛƴƎ !tLǎ ŀǊŜ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 

• ¢ƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ŎƭƻǎŜǎǘ ǊƻǳǘŜǊ ŀ .[9 ŘŜǾƛŎŜ ƛǎ ƭƻŎŀǘŜŘΥ 

 

Lǘ ǿƛƭƭ ǊŜǘǳǊƴ ϑάƘǳōaŀŎέΥέƘǳōaŀŎмέϒΣ ŜΦƎΦ ϑάƘǳōaŀŎέΥέ//Υм.Υ9лΥ9лΥлмΥптέϒΦ 

 

• ¢ƻ ƻōǘŀƛƴ ǘƘŜ ŎƭƻǎŜǎǘ ǊƻǳǘŜǊ ƭƛǎǘ ŦƻǊ ŀƭƭ ǘƘŜ .[9 ŘŜǾƛŎŜǎ ǘƘŀǘ ǘƘŜ !/ Ŏŀƴ ŘŜǘŜŎǘΥ 

 

Lǘ ǿƛƭƭ ǊŜǘǳǊƴ ŀ ƭƛǎǘΥ 

ϑ 

ľŘŜǾƛŎŜмέΥϑάƘǳōaŀŎέΥέƘǳōaŀŎмέϒΣ 

ľŘŜǾƛŎŜнέΥϑάƘǳōaŀŎέΥέƘǳōaŀŎнέϒΣ 

ŀ 

ϒ 

 ŜΦƎΦ 

ϑ 

ľммΥннΥооΥппΥррΥссέΥϑάƘǳōaŀŎέΥέ//Υм.Υ9лΥ9лΥлмΥптέϒΣ 

ľммΥннΥооΥппΥррΥттέΥϑάƘǳōaŀŎέΥέ//Υм.Υ9лΥ9лΥлмΥпуέϒΣ 

ϒ 
 

• ¢ƻ ƎŜǘ ǘƘŜ ƭƛǎǘ ƻŦ .[9 ŘŜǾƛŎŜǎ ŀǊƻǳƴŘ ŀ /ŀǎǎƛŀ ǊƻǳǘŜǊΥ 

 

Lǘ ǿƛƭƭ ǊŜǘǳǊƴ ώάŘŜǾƛŎŜмέΣέ ŘŜǾƛŎŜнέΣέŘŜǾƛŎŜоέΧϐΦ CƻǊ ŜȄŀƳǇƭŜΣ 

ώάммΥннΥооΥппΥррΥссέΣέммΥннΥооΥппΥррΥ!!έΧϐΦ 

 

• ¢ƻ ƎŜǘ ǘƘŜ ƭƛǎǘ ƻŦ .[9 ŘŜǾƛŎŜǎ ŦƻǊ ŀƭƭ ǘƘŜ ǊƻǳǘŜǊǎ ǿƛǘƘƛƴ ǘƘŜ !/Υ 

 
Lǘ ǿƛƭƭ ǊŜǘǳǊƴ 

ϑ 

ľƘǳōaŀŎмέΥώ άŘŜǾƛŎŜмέΣέŘŜǾƛŎŜнέΣέŘŜǾƛŎŜоέΧϐΣ 

ľƘǳōaŀŎнέΥώάŘŜǾƛŎŜмέΣέŘŜǾƛŎŜнέΣέŘŜǾƛŎŜоέΧϐΣ 

ŀ 

 ϒ 

ŜΦƎΦΥ 

ϑ 

ľ//Υм.Υ9лΥ9лΥммΥннέΥώάммΥннΥооΥппΥррΥссέΣέммΥннΥооΥппΥррΥ!!έΧϐΣ 

ŀ 

ϒ 

GET http://{your AC domain}/api/middleware/position/by-device/<device_mac> 
 

GET http://{your AC domain}/api/middleware/position/by-device/* 
 

GET http://{your AC domain}/api/middleware/position/by-ap/<hub_mac> 
 

GET http://{your AC domain}/api/middleware/position/by-ap/* 
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6.5.  Secure Pairing  APIs 
 

{ǘŀǊǘƛƴƎ ŦǊƻƳ мΦн ǊŜƭŜŀǎŜΣ /ŀǎǎƛŀ ǎǳǇǇƻǊǘǎ .ƭǳŜǘƻƻǘƘ пΦм {ŜŎǳǊŜ {ƛƳǇƭŜ tŀƛǊƛƴƎΣ ƴŀƳŜƭȅ 

Wǳǎǘ ²ƻǊƪǎΣ tŀǎǎƪŜȅ 9ƴǘǊȅ ŀƴŘ [ŜƎŀŎȅ hh.Φ 

 

IŜǊŜ ŀǊŜ ǘƘŜ ƳŀǇǇƛƴƎ ōŜǘǿŜŜƴ ǇŀƛǊ ƳƻŘŜǎΣ !tLǎ ŀƴŘ ǘȅǇƛŎŀƭ ǊŜǎǇƻƴǎŜǎΦ 
  

Step 1: API Pair Request Step 2: API Pair-input Request 

Just Works wŜǘǳǊƴ л ŦƻǊ ǇŀƛǊƛƴƎ ŦŀƛƭŜŘ ƻǊ м 
ŦƻǊ ǎǳŎŎŜǎǎŦǳƭ 

bκ! 

Passkey Entry wŜǘǳǊƴ р ŦƻǊ ǳǎƛƴƎ ǇŀǎǎƪŜȅ 
ŜƴǘǊȅ όƛƴƛǘƛŀǘƻǊ ƛƴǇǳǘǎύ 

wŜǘǳǊƴ л ŦƻǊ ǇŀƛǊƛƴƎ ŦŀƛƭŜŘ ƻǊ м ŦƻǊ 
ǎǳŎŎŜǎǎŦǳƭ 

Legacy OOB wŜǘǳǊƴ о ŦƻǊ ǳǎƛƴƎ ƭŜƎŀŎȅ hh. wŜǘǳǊƴ л ŦƻǊ ǇŀƛǊƛƴƎ ŦŀƛƭŜŘ ƻǊ м ŦƻǊ 
ǎǳŎŎŜǎǎŦǳƭ 

 

6.5.1.  Pair Request 
 

 

 
Body parameters 

• .ƻƴŘ όƻǇǘƛƻƴŀƭύΥ .ƻƴŘ ǘƻ ǘƘŜ ƴƻŘŜΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ м 

• ƭŜƎŀŎȅπƻƻō όƻǇǘƛƻƴŀƭύΥ 5ŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ лΣ ǿƘƛŎƘ ƳŜŀƴǎ ƴƻǘ ǳǎƛƴƎ [ŜƎŀŎȅ hh.Φ LŦ 
ŎǳǎǘƻƳŜǊ ǿŀƴǘǎ ǘƻ ǳǎŜ [ŜƎŀŎȅ hh.Σ ǇƭŜŀǎŜ ǎŜǘ ƛǘ ǘƻ м 

• ƛƻπŎŀǇŀōƛƭƛǘȅ όƻǇǘƛƻƴŀƭύΥ {ŜŜ ōŜƭƻǿ ǘŀōƭŜΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ YŜȅōƻŀǊŘ5ƛǎǇƭŀȅ 
 

IO capability 
Value Comments 

5ƛǎǇƭŀȅhƴƭȅ /ƘŜŎƪ .[9 ǎǇŜŎƛŦƛŎŀǘƛƻƴ ǾŜǊǎƛƻƴ пΦн 
5ƛǎǇƭŀȅ¸Ŝǎbƻ /ƘŜŎƪ .[9 ǎǇŜŎƛŦƛŎŀǘƛƻƴ ǾŜǊǎƛƻƴ пΦн 
YŜȅōƻŀǊŘhƴƭȅ /ƘŜŎƪ .[9 ǎǇŜŎƛŦƛŎŀǘƛƻƴ ǾŜǊǎƛƻƴ пΦн 
bƻLƴǇǳǘbƻhǳǘǇǳǘ /ƘŜŎƪ .[9 ǎǇŜŎƛŦƛŎŀǘƛƻƴ ǾŜǊǎƛƻƴ пΦн 
YŜȅōƻŀǊŘ5ƛǎǇƭŀȅ 5ŜŦŀǳƭǘ ǾŀƭǳŜ 
 
Response parameters 
Name Optional/Mandatory Description 

I¢¢t рлл ŜǊǊƻǊ hǇǘƛƻƴŀƭ tƭŜŀǎŜ ŎƘŜŎƪ ŎƘŀǇǘŜǊ у 
ǇŀƛǊƛƴƎ{ǘŀǘǳǎ/ƻŘŜ hǇǘƛƻƴŀƭ {ŜŜ ōŜƭƻǿ ǘŀōƭŜ 
ǇŀƛǊƛƴƎ{ǘŀǘǳǎ hǇǘƛƻƴŀƭ 5ŜǎŎǊƛǇǘƛƻƴ ƻŦ ǇŀƛǊƛƴƎ ǎǘŀǘǳǎ ŎƻŘŜ 
ŘƛǎǇƭŀȅ hǇǘƛƻƴŀƭ 5ƛǎǇƭŀȅ ŦƻǊ ǇŀƛǊƛƴƎ ǎǘŀǘǳǎ ŎƻŘŜǎ с 

 

Pairing status codes 
Status Code Status Description 

л tŀƛǊƛƴƎ CŀƛƭŜŘ 
м tŀƛǊƛƴƎ {ǳŎŎŜǎǎŦǳƭ 
н tŀƛǊƛƴƎ !ōƻǊǘŜŘ 

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac> 
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о [9 [ŜƎŀŎȅ tŀƛǊƛƴƎ hh. 9ȄǇŜŎǘŜŘ 
п [9 {ŜŎǳǊŜ /ƻƴƴŜŎǘƛƻƴǎ tŀƛǊƛƴƎ hh. 9ȄǇŜŎǘŜŘ 
р tŀǎǎƪŜȅ LƴǇǳǘ 9ȄǇŜŎǘŜŘ 
с tŀǎǎƪŜȅ 5ƛǎǇƭŀȅ 9ȄǇŜŎǘŜŘ 
т bǳƳŜǊƛŎ /ƻƳǇŀǊƛǎƻƴ 9ȄǇŜŎǘŜŘ ό[9 {ŜŎǳǊŜ /ƻƴƴŜŎǘƛƻƴǎ tŀƛǊƛƴƎ ƻƴƭȅύ 

 
6.5.2. Pair-input Request 

 

NOTEΥ ¢Ƙƛǎ !tL ƛǎ ƴƻǘ ƴŜŜŘŜŘ ŦƻǊ Wǳǎǘ ²ƻǊƪǎΦ 

 

 
 

.ƻŘȅ ŜȄŀƳǇƭŜ ŦƻǊ tŀǎǎƪŜȅ 9ƴǘǊȅ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦǇŀǎǎƪŜȅϦΥ ϦмнопрсϦ ϒ 

 

.ƻŘȅ ŜȄŀƳǇƭŜ ŦƻǊ [ŜƎŀŎȅ hh. όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦǘƪϦΥ ϦлȄлмнопрстуф!./59Cлмнопрстуф!./59CϦ ϒ 

 

¢ƘŜ ǊŜǎǇƻƴǎŜ ŦƻǊƳŀǘ ƛǎ ǎŀƳŜ ŀǎ ǇŀƛǊ ǊŜǉǳŜǎǘ !tLΦ 
 

6.5.3. Un-pair request  

 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 
6.5.4.  Just Works example 

 

 

 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦōƻƴŘϦΥ м ώΣ ϦƛƻπŎŀǇŀōƛƭƛǘȅϦΥ ϦbƻLƴǇǳǘbƻhǳǘǇǳǘϦ ϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

{ "pairingStatusCode": 1,  "pairingStatus": "Pairing Successful"  }  

POST http://<your AC domain>/api/management/nodes/<node>/pair- 
input?mac=<hubmac> 

 

DELETE http://<your AC domain>/api/management/nodes/<node>/bond?mac=<hub- 
mac> 

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac> 
 



21 

 

Copyright © 2019 Cassia Networks, Inc. 

Version: EN-1.4.1-04202019-YJ 

 

 

6.5.5. Passkey Entry example: initiator inputs 
 

{ǘŜǇ Ім 

 

 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦōƻƴŘϦҐм ώΣ ϦƛƻπŎŀǇŀōƛƭƛǘȅϦΥ ϦYŜȅōƻŀǊŘ5ƛǎǇƭŀȅϦϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

{ "pairingStatusCode": 5, "pairingStatus": "Passkey Input Expected"  }  

 

{ǘŜǇ Ін 

 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦǇŀǎǎƪŜȅϦΥ ϦмнопрсϦ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

{ "pairingStatusCode": 1, "pairingStatus": "Pairing Successful" }  

 

6.5.6.  LE Legacy Pairing OOB example 
 

{ǘŜǇ Ім 

 

 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦōƻƴŘϦΥ мΣ ϦƭŜƎŀŎȅπƻƻōϦΥ м ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

{ "pairingStatusCode": 3, "pairingStatus": "LE Legacy Pairing OOB 

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac> 
 

POST http://<your AC domain>/api/management/nodes/<node>/pair- 
input?mac=<hubmac> 

 

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac> 
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Expected" }  

 

{ǘŜǇ Ін 

 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦǘƪϦΥ ϦлȄлмнопрстуф!./59Cлмнопрстуф!./59CϦ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

{ "pairingStatusCode": 1, "pairingStatus": "Pairing Successful" }  

 

 

6.6.  Router A uto -Selection  APIs 
 

CǊƻƳ ŦƛǊƳǿŀǊŜ мΦоΣ /ŀǎǎƛŀ !/ Ŏŀƴ ǎŜƭŜŎǘ ƻƴŜ ǊƻǳǘŜǊ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŦǊƻƳ ŀ ƭƛǎǘ ƻŦ 

ŎŀƴŘƛŘŀǘŜǎΣ ŀƴŘ ǘƘŜƴ ŎƻƴƴŜŎǘ ǘƘŜ .[9 ŘŜǾƛŎŜ ōȅ ǳǎƛƴƎ ǘƘƛǎ ǊƻǳǘŜǊΦ ¢ƘŜ ǎŜƭŜŎǘƛƻƴ ƛǎ ōŀǎŜŘ 

ƻƴ w{{LΣ ǊƻǳǘŜǊ ƭƻŀŘΣ ŀƴŘ ǊƻǳǘŜǊ ŎŀǇŀōƛƭƛǘƛŜǎΦ 

 

LŦ ŀ ŎǳǎǘƻƳŜǊ ǿŀƴǘǎ ǘƻ ŎƻƴƴŜŎǘ ŀ .[9 ŘŜǾƛŎŜ ǿƛǘƘ ŀ ǎǇŜŎƛŦƛŎ ǊƻǳǘŜǊΣ ƻǊ ƘŜ ǿŀƴǘǎ ǘƻ ǳǎŜ ŀ 

ŎǳǎǘƻƳƛȊŜŘ ǊƻǳǘŜǊ ǎŜƭŜŎǘƛƻƴ ŀƭƎƻǊƛǘƘƳΣ ƘŜ ǎƘƻǳƭŘ ǳǎŜ ǘƘŜ !tLǎ ƛƴ ŎƘŀǇǘŜǊ рΦоΦоΦ 

 

NOTEΥ ǘƘŜǎŜ !tLǎ ŀǊŜ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 
6.6.1.  Router auto-selection 

 

¢Ƙƛǎ !tL ǿƛƭƭ ŜƴŀōƭŜκŘƛǎŀōƭŜ ǊƻǳǘŜǊ ŀǳǘƻπǎŜƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴΦ LŦ ǘƘŜ ŦƭŀƎ ƛǎ мΣ ǘƘŜ ǊƻǳǘŜǊ 

ŀǳǘƻπǎŜƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ ǿƛƭƭ ōŜ ŜƴŀōƭŜŘΦ LŦ ǘƘŜ ŦƭŀƎ ƛǎ лΣ ǘƘŜ ǊƻǳǘŜǊ ŀǳǘƻπǎŜƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ 

ǿƛƭƭ ōŜ ŘƛǎŀōƭŜŘΦ 

 

NOTEΥ ¢Ƙƛǎ !tL ǎƘƻǳƭŘ ōŜ ŎŀƭƭŜŘ ōŜŦƻǊŜ ǳǎƛƴƎ ŀƴȅ ƻǘƘŜǊ ǊƻǳǘŜǊ ŀǳǘƻπǎŜƭŜŎǘƛƻƴ !tLǎΦ ¢ƘŜ 

ǳǎŜǊ Ŏŀƴ ŀƭǎƻ ǎǿƛǘŎƘ ƻƴκƻŦŦ ǊƻǳǘŜǊ ŀǳǘƻπǎŜƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ ƛƴ /ŀǎǎƛŀ !/ ǎŜǘǘƛƴƎǎΣ ƭƛƪŜ ōŜƭƻǿ 

ǎƴŀǇǎƘƻǘΦ 

 

 
Figure 6: Router auto-selection configuration in AC 

 

POST http://<your AC domain>/api/management/nodes/<node>/pair- 
input?mac=<hubmac> 
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.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ άŦƭŀƎέΥм ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴ 

ϑ ϦǎǘŀǘǳǎϦΥ ϦǎǳŎŎŜǎǎϦΣ ϦŦƭŀƎϦΥ м ϒ 

 

6.6.2.  Connect a device 
 

¢Ƙƛǎ !tL ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎŜƭŜŎǘ ƻƴŜ ǊƻǳǘŜǊ ŦǊƻƳ ŀ ƭƛǎǘ ƻŦ ŎŀƴŘƛŘŀǘŜǎΣ ŀƴŘ ǳǎŜ ƛǘ ǘƻ 

ŎƻƴƴŜŎǘŜŘ ǘƘŜ ŘŜǾƛŎŜΦ 

 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎΥ ǘƘŜ ƭƛǎǘ ƻŦ ǊƻǳǘŜǊǎ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǳǎŜŘ ŦƻǊ ǘƘƛǎ ŀǳǘƻπǎŜƭŜŎǘ ŎƻƴƴŜŎǘ ǊŜǉǳŜǎǘΦ ¢ƘŜ ǳǎŜǊ 
Ŏŀƴ ǳǎŜ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ƻǊ ϝ ŦƻǊ άŀǇǎέΦ LŦ ǘƘŜ ǳǎŜǊ ǳǎŜǎ ϝΣ ƛǘ ƳŜŀƴǎ ŀƭƭ ǘƘŜ 
ƻƴƭƛƴŜ ǊƻǳǘŜǊǎ ǘƘŀǘ ŎƻƴǘǊƻƭƭŜŘ ōȅ ǘƘŜ !/ ǎƘƻǳƭŘ ōŜ ƛƴŎƭǳŘŜŘ 

• ŘŜǾƛŎŜǎΥ ƻƴƭȅ ƻƴŜ ŘŜǾƛŎŜΩ a!/ ŀŘŘǊŜǎǎ Ŏŀƴ ōŜ ŀŘŘŜŘ ƛƴ άŘŜǾƛŎŜǎέ 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣϦ//Υм.Υ9лΥ9тΥC9ΥCфϦΣϦ//Υм.Υ9лΥ9тΥC9ΥC!ϦϐΣ ϦŘŜǾƛŎŜǎϦΥ ώϦCтΥм

уΥ./ΥмуΥCлΥо!Ϧϐ ϒ 
 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.6.3.  Disconnect a device 
 

¢Ƙƛǎ !tL ǿƛƭƭ ŘƛǎŎƻƴƴŜŎǘ ŀ ŘŜǾƛŎŜΦ Lƴ Ƨǎƻƴ .ƻŘȅΣ ƻƴƭȅ ƻƴŜ ŘŜǾƛŎŜΩ a!/ ŀŘŘǊŜǎǎ Ŏŀƴ ōŜ 

ŀŘŘŜŘ ƛƴ άŘŜǾƛŎŜǎέΦ 
 

 

 

 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŘŜǾƛŎŜǎϦΥ ώϦCтΥмуΥ./ΥмуΥCлΥо!Ϧϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

POST http://{your AC domain}/api/aps/ap-select-switch 

 

POST http://{your AC domain}/api/aps/connections/connect 

 

POST http://{your AC domain}/api/aps/connections/disconnect 

 

http://localhost/api/aps/ap-select-switch


24 

 

Copyright © 2019 Cassia Networks, Inc. 

Version: EN-1.4.1-04202019-YJ 

 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.  SSE Combination  APIs 
 

¢ƘŜǎŜ !tLǎ ǎƛƳǇƭƛŦȅ ǘƘŜ ƘŀƴŘƭƛƴƎ ƻŦ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊǎΦ ¢ƘŜȅ ŀƭǎƻ ƛƳǇǊƻǾŜ ǘƘŜ ǎŎŀƭŀōƛƭƛǘȅ ƻŦ 

!/ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊƻǳǘŜǊǎ ǎǳǇǇƻǊǘŜŘ ƛƴ ƎƛǾŜƴ ƘŀǊŘǿŀǊŜ ǊŜǎƻǳǊŎŜǎΦ 

 

NOTEΥ ǘƘŜǎŜ !tLǎ ŀǊŜ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ /ŀǎǎƛŀ !/Φ 

 

.ŜŦƻǊŜ ŦƛǊƳǿŀǊŜ мΦоΣ ƛŦ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǿŀƴǘǎ ǘƻ ŎƻƴǘǊƻƭ ǊƻǳǘŜǊǎ ǿƛǘƘ w9{¢Ŧǳƭ !tLǎ ǘƘǊƻǳƎƘ 

!/Σ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ Ƙŀǎ ǘƻ ŎǊŜŀǘŜ ǘƘǊŜŜ {{9 ǘǳƴƴŜƭǎ ŦƻǊ ŜŀŎƘ ǊƻǳǘŜǊΥ ƻƴŜ ŦƻǊ ǎŎŀƴ ŘŀǘŀΣ ƻƴŜ 

ŦƻǊ ƴƻǘƛŦƛŎŀǘƛƻƴκƛƴŘƛŎŀǘƛƻƴ ŘŀǘŀΣ ŀƴŘ ƻƴŜ ŦƻǊ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎΦ 

 

CǊƻƳ ŦƛǊƳǿŀǊŜ мΦоΣ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴƭȅ ƴŜŜŘǎ ǘƻ ŎǊŜŀǘŜ ƻƴŜ {{9 ǘǳƴƴŜƭ ǿƛǘƘ !/Φ ¢Ƙƛǎ {{9 

ǘǳƴƴŜƭ Ŏŀƴ ǊŜŎŜƛǾŜ ǎŎŀƴ ŘŀǘŀΣ ƴƻǘƛŦƛŎŀǘƛƻƴκƛƴŘƛŎŀǘƛƻƴ ŘŀǘŀΣ ŀƴŘ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎ 

ŦƻǊ ŀƭƭ ǊƻǳǘŜǊǎ ŎƻƴǘǊƻƭƭŜŘ ōȅ ǘƘƛǎ !/Φ 

 
6.7.1.  Create combined SSE 

 

¢Ƙƛǎ !tL ǿƛƭƭ ŎǊŜŀǘŜ ƻƴŜ ŎƻƳōƛƴŜŘ {{9 ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ !/Φ ¢Ƙƛǎ {{9 ŎƻƴƴŜŎǘƛƻƴ Ŏŀƴ 

ǊŜŎŜƛǾŜ ǎŎŀƴ ŘŀǘŀΣ ƴƻǘƛŦƛŎŀǘƛƻƴκƛƴŘƛŎŀǘƛƻƴ ŘŀǘŀΣ ŀƴŘ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎ ŦƻǊ ŀƭƭ ǘƘŜ 

ǊƻǳǘŜǊǎ ŎƻƴǘǊƻƭƭŜŘ ōȅ ǘƘƛǎ !/Φ 

 

 

 

²ƘŜƴ ƛƴǾƻƪŜ ǘƘƛǎ !tLΣ !/ ǿƛƭƭ ǊŜǘǳǊƴ ŀ ƳŜǎǎŀƎŜ ƛƳƳŜŘƛŀǘŜƭȅ ǿƘƛŎƘ ƛƴŎƭǳŘŜ ŀƭƭ ǊƻǳǘŜǊΩǎ 

ƛƴŦƻǊƳŀǘƛƻƴΣ ŦƻǊ ŜȄŀƳǇƭŜΥ 

data: 

{"dataType":"state","aps":{"CC:1B:E0:E7:FE:F8":{"_id":"5a93755b028e6c00519

ce1dc","id":"CC:1B:E0:E7:FE:F8","mac":"CC:1B:E0:E7:FE:F8","name":"Ca ssia 

Router","group":"","status":"online","model":"X1000","version":"1.2.0.1803

131043","position":"","time":1519613275655,"ip":"192.168.1.202","localip":

"192.168.1.202","uptime":14873,"offline_time":0,"online_time":1522052125,"

update_status":"update_ok","u pdate_reason":"","update_version":"","update_

progress":0,"notify":true,"connection -

state":true},"CA:79:F5:B6:1F:04":{"devices":{"CA:79:F5:B6:1F:04":{"type":"

random","bdaddrs":{"bdaddr":"CA:79:F5:B6:1F:04","bdaddrType":"random"},"ch

ipId":0,"handle":"","name ":"","connectionState":"connected","id":"CA:79:F5

:B6:1F:04"}}}}}  

 

hƴŜ ƪŜŜǇπŀƭƛǾŜ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ ǊŜǘǳǊƴŜŘ ŜǾŜǊȅ ол ǎŜŎƻƴŘǎ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜ {{9 ƭƛƴƪ ƛǎ ǳǇ 

ŀƴŘ ǊǳƴƴƛƴƎΦ 

 

LŦ ǎŎŀƴƴƛƴƎ ƛǎ ƻǇŜƴΣ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƛƭƭ ǎŜƴŘ ǎŎŀƴƴƛƴƎ Řŀǘŀ ǘƻ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘǊƻǳƎƘ 

!/Φ CƻǊ ŜȄŀƳǇƭŜΥ 

GET http://{your AC domain}/api/aps/events 
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data: 

{"dataType":"scan","ap":"CC:1B:E0:E7:FE:F8","bdaddrs":[{"bdaddr":"CC:1B:E0

:E0:98:16","bdaddrType":"public"}],"adData":"0201060D084361737369615F53313

03030","name":"Cassia_S1000","rssi": - 34,"evt_type":3}  

 

LŦ ƴƻǘƛŦƛŎŀǘƛƻƴ ƛǎ ƻǇŜƴ όŘŜŦŀǳƭǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴύΣ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ 

ƳŜǎǎŀƎŜǎ ǘƻ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ǿƘŜƴ ŀƴȅ ǊƻǳǘŜǊ Ƙŀǎ ƴƻǘƛŦƛŎŀǘƛƻƴ ƳŜǎǎŀƎŜǎ ǘƻ !/Φ 

data: 

{"dataType":"notification","ap":"CC:1B:E0:E7:FE:F8","value":"FF000C0002051

00101010126"," device":"CA:79:F5:B6:1F:04","handle":16}  

 

LŦ ŎƻƴƴŜŎǘƛƻƴπǎǘŀǘŜ ƛǎ ƻǇŜƴ όŘŜŦŀǳƭǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴύΣ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘŜ ŘŜǾƛŎŜΩǎ 

ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎ ǘƻ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ǿƘŜƴ ŀƴȅ ŘŜǾƛŎŜΩǎ ǎǘŀǘǳǎ ŎƘŀƴƎŜǎΦ CƻǊ ŜȄŀƳǇƭŜΥ 

data: 

{"handle":"CA:79:F5:B6:1F:04","connectionState":"disconnected","dataType":

"connection_state","ap":"CC:1B:E0:E7:FE:F8"}  

data: 

{"handle":"CA:79:F5:B6:1F:04","connectionState":"connected","dataType":"co

nnection_state","ap":"CC:1B:E0:E7:FE:F8"}  

 

LŦ ŀǇπǎǘŀǘŜ ƛǎ ƻǇŜƴ όŘŜŦŀǳƭǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴύΣ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘŜ ŀǇπǎǘŀǘŜ 

ƛƴŦƻǊƳŀǘƛƻƴ ǿƘŜƴ ǊƻǳǘŜǊΩǎ ǎǘŀǘǳǎ ƛǎ ŎƘŀƴƎŜŘ ōŜǘǿŜŜƴ ƻƴƭƛƴŜ ŀƴŘ ƻŦŦƭƛƴŜΦ CƻǊ ŜȄŀƳǇƭŜΥ 

data: 

{"dataType":"ap_state","ap":"CC:1B:E0:E7:FE:F8","mac":"CC:1B:E0:E7:FE:F8",

"status":"offline", "offline_time":1522067273296}  

 

6.7.2.  Open scan 
 

¢Ƙƛǎ !tL ǿƛƭƭ ƻǇŜƴ ǊƻǳǘŜǊ ǎŎŀƴƴƛƴƎ ŦƻǊ ŀƭƭ ǘƘŜ ǊƻǳǘŜǊǎ ƛƴ ǘƘŜ ǊƻǳǘŜǊ ƭƛǎǘΦ ¢ƘŜ {{9 ǘǳƴƴŜƭ ǿƛƭƭ 

ǊŜŎŜƛǾŜ ǎŎŀƴ ŘŀǘŀΦ 

 

 

 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑϦŀǇǎϦΥώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣϦ//Υм.Υ9лΥ9тΥC9ΥCу

ϦϐΣϦŎƘƛǇϦΥлΣϦŀŎǘƛǾŜϦΥлΣϦŦƛƭǘŜǊψƴŀƳŜϦΥϦŎŀǎǎƛŀϦϒ  

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎ όƳŀƴŘŀǘƻǊȅύΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 

• ŎƘƛǇ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΦ Lǘ ƳŜŀƴǎ ǿƘƛŎƘ ŎƘƛǇ ǘƻ ǎŎŀƴ 

• ŀŎǘƛǾŜ όƻǇǘƛƻƴŀƭύΥ л ƻǊ мΦ л ƳŜŀƴǎ ŜƴŀōƭŜ ǇŀǎǎƛǾŜ ǎŎŀƴƴƛƴƎΤ м ƳŜŀƴǎ ŜƴŀōƭŜ ŀŎǘƛǾŜ 
ǎŎŀƴƴƛƴƎ 

• ŦƛƭǘŜǊψƴŀƳŜ όƻǇǘƛƻƴŀƭύΥ ŦƛƭǘŜǊ ŦƻǊ ŘŜǾƛŎŜ ƴŀƳŜ 

• ŦƛƭǘŜǊψƳŀŎ όƻǇǘƛƻƴŀƭύΥ ŦƛƭǘŜǊ ŦƻǊ ŘŜǾƛŎŜ a!/ 

• ŦƛƭǘŜǊψǳǳƛŘ όƻǇǘƛƻƴŀƭύΥ ŦƛƭǘŜǊ ŦƻǊ ŘŜǾƛŎŜ ¦¦L5 

 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

POST http://{your AC domain}/api/aps/scan/open 
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{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.3.  Close scan 
 

¢Ƙƛǎ !tL ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ ǊƻǳǘŜǊ ǎŎŀƴƴƛƴƎ ŦƻǊ ŀƭƭ ǘƘŜ ǊƻǳǘŜǊǎ ƛƴ ǘƘŜ ǊƻǳǘŜǊ ƭƛǎǘΦ ¢ƘŜ ǳǎŜǊ 

ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭƭ ƴƻǘ ǊŜŎŜƛǾŜ ǎŎŀƴ Řŀǘŀ ŀƴȅƳƻǊŜΦ 

 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣ Ϧ//Υм.Υ9лΥ9тΥC9ΥCуϦϐ ϒ  

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.4.  Open notify  
 

¢Ƙƛǎ !tL ǿƛƭƭ ƻǇŜƴ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ ƳŜǎǎŀƎŜǎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ Řŀǘŀ ǿƛƭƭ ōŜ 

ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭΦ 
 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦ̆Ϧ//Υм.Υ9лΥ9тΥC9ΥCуϦϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.5.  Close notify  
 

POST http://{your AC domain}/api/aps/scan/close 

 

POST http://{your AC domain}/api/aps/notify/open 

 

http://localhost/api/aps/scan/close
http://localhost/api/aps/notify/open
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¢Ƙƛǎ !tL ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ ƳŜǎǎŀƎŜǎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ Řŀǘŀ ǿƛƭƭ ƴƻǘ 

ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ŀƴȅƳƻǊŜΦ 
 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣ Ϧ//Υм.Υ9лΥ9тΥC9ΥCуϦϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.6.  Open connection-state report  
 

¢Ƙƛǎ !tL ǿƛƭƭ ƻǇŜƴ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴπǎǘŀǘŜ ƳƻƴƛǘƻǊƛƴƎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ ŎƻƴƴŜŎǘƛƻƴπǎǘŀǘŜ 

Řŀǘŀ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƘŜƴ ǘƘŜ ǎǘŀǘŜ ƻŦ ǘƘŜ 

ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ŎƘŀƴƎŜŘΦ 
 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

• ŀǇǎΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 
 

.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣ Ϧ//Υм.Υ9лΥ9тΥC9ΥCуϦϐ ϒ 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.7.  Close connection-state report  
 

¢Ƙƛǎ !tL ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴπǎǘŀǘŜ ƳƻƴƛǘƻǊƛƴƎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ ŎƻƴƴŜŎǘƛƻƴπǎǘŀǘŜ 

Řŀǘŀ ǿƛƭƭ ƴƻǘ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ŀƴȅƳƻǊŜΦ  
 

 

 

tŀǊŀƳŜǘŜǊǎ ŦƻǊ Ƨǎƻƴ .ƻŘȅΥ 

POST http://{your AC domain}/api/aps/notify/close 

 

POST http://{your AC domain}/api/aps/connection-state/open 

 

POST http://{your AC domain}/api/aps/connection-state/close 
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• ŀǇǎΥ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ 

 
.ƻŘȅ ŜȄŀƳǇƭŜ όŀǇǇƭƛŎŀǘƛƻƴκƧǎƻƴύΥ 

ϑ ϦŀǇǎϦΥ ώϦ//Υм.Υ9лΥ9тΥC9ΥCуϦΣ Ϧ//Υм.Υ9лΥ9тΥC9ΥCуϦϐ ϒ 

 
wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.8.  Open ap-state report  
 

¢Ƙƛǎ !tL ǿƛƭƭ ƻǇŜƴ ǘƘŜ ŀǇπǎǘŀǘŜ ƳƻƴƛǘƻǊƛƴƎ ŦƻǊ ŀƭƭ ǊƻǳǘŜǊǎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ Řŀǘŀ ƻŦ ŀǇπ

ǎǘŀǘŜ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ǿƘŜƴ ǘƘŜ ǊƻǳǘŜǊ ǎǘŀǘŜ 

ŎƘŀƴƎŜŘ ōŜǘǿŜŜƴ ƻƴƭƛƴŜ ŀƴŘ ƻŦŦƭƛƴŜΦ 
 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

6.7.9.  Close ap-state report  
 

¢Ƙƛǎ !tL ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ ŀǇπǎǘŀǘŜ ƳƻƴƛǘƻǊƛƴƎ ŦƻǊ ŀƭƭ ǊƻǳǘŜǊǎ ƻƴ {{9 ǘǳƴƴŜƭΦ ¢ƘŜ Řŀǘŀ ƻŦ ŀǇπ

ǎǘŀǘŜ ǿƛƭƭ ƴƻǘ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘƛǎ {{9 ǘǳƴƴŜƭ ŀƴȅƳƻǊŜΦ 

 

 

 

wŜǎǇƻƴǎŜ ŜȄŀƳǇƭŜΥ 

{ǘŀǘǳǎπ[ƛƴŜ      Υ I¢¢tκмΦм нлл hYκǊκƴ 

IŜŀŘŜǊ             Υ όƎŜƴŜǊŀƭπƘŜŀŘŜǊύ 

aŜǎǎŀƎŜπōƻŘȅΥ ǘŜȄǘκǇƭŀƛƴ 

OK 

 

7 Bluetooth Debug Tool 
 

²Ŝ ƛƴǘŜƎǊŀǘŜŘ /ŀǎǎƛŀ w9{¢Ŧǳƭ !tLǎ ƛƴǘƻ ŀ .ƭǳŜǘƻƻǘƘ ŘŜōǳƎ ǘƻƻƭ ǿƛǘƘ ŀ Ǿƛǎǳŀƭ ƛƴǘŜǊŦŀŎŜΦ !ŦǘŜǊ ŀ 

w9{¢Ŧǳƭ !tL ŎŀƭƭΣ ǘƘŜ ŘŜōǳƎ ǘƻƻƭ ǿƛƭƭ ǎƘƻǿ ǘƘŜ ǊŜǎǇƻƴǎŜ ƳŜǎǎŀƎŜǎΦ Lǘ ǿƛƭƭ ƘŜƭǇ ŘŜǾŜƭƻǇŜǊǎ ǘƻ 

ƛƴǘŜƎǊŀǘŜ ōǳǎƛƴŜǎǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎ ǿƛǘƘ ǘƘŜ /ŀǎǎƛŀ .ƭǳŜǘƻƻǘƘ ǊƻǳǘŜǊ ŀƴŘ 

GET http://{your AC domain}/api/aps/ap-state/open 

 

GET http://{your AC domain}/api/aps/ap-state/close  

 

http://localhost/api/aps/ap-state/open
http://localhost/api/aps/ap-state/close
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!/Φ ¢Ƙƛǎ ǘƻƻƭ ƛǎ ŀǾŀƛƭŀōƭŜ ŀǘ ƘǘǘǇΥκκǿǿǿΦōƭǳŜǘƻƻǘƘΦǘŜŎƘκƴŀǘƛǾŜIǳō/ƻƴǘǊƻƭκƛƴŘŜȄΦƘǘƳƭ 

 

 
Figure 7: Cassia Bluetooth Debug Tool 

 

!tL LƴŦƻΥ ¢Ƙƛǎ ŀǊŜŀ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǳǎŜǊϥǎ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǳǎŜŘ ŎƻƳƳŀƴŘǎΦ ²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ 

ǘƘŜ ōǳǘǘƻƴǎΣ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ŘŜǎŎǊƛǇǘƛƻƴǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŀǘ ŎƻƳƳŀƴŘ ǿƛƭƭ ǇƻǇ ǳǇΦ 

 

{Ŏŀƴ [ƛǎǘΥ ²ƘŜƴ ǘǳǊƴƛƴƎ ƻƴ ǘƘƛǎ ƻǇǘƛƻƴΣ ǘƘŜ /ŀǎǎƛŀ ǊƻǳǘŜǊ ǿƛƭƭ ǎǘŀǊǘ ǎŎŀƴƴƛƴƎ ŦƻǊ ŀƭƭ .[9 

ŘŜǾƛŎŜǎ ǿƛǘƘƛƴ ƛǘǎ ǊŀƴƎŜΦ ¢ƘŜ .[9 ŘŜǾƛŎŜǎ ƴŜŜŘ ǘƻ ōŜ ƛƴ ōǊƻŀŘŎŀǎǘ ƳƻŘŜΦ ¸ƻǳ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ 

ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ŘŜǾƛŎŜǎΦ 

 

5ŜǾƛŎŜ ŀƴŘ {ŜǊǾƛŎŜǎ [ƛǎǘΥ ¢ǳǊƴ ƻƴ ǘƘƛǎ ƻǇǘƛƻƴ ǘƻ ǎŜŜ ǘƘŜ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎΦ .ŀǎŜŘ ƻƴ ǘƘŜ 

ŘŜǾƛŎŜΩǎ .ƭǳŜǘƻƻǘƘ ǇǊƻŦƛƭŜΣ ȅƻǳ Ŏŀƴ ǿǊƛǘŜ ǾŀƭǳŜ ƻǊ ǘǳǊƴ ƻƴ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴǎΦ 

 

bƻǘƛŦȅ [ƛǎǘΥ LŦ ȅƻǳ ƘŀǾŜ ǘǳǊƴŜŘ ƻƴ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻǊǊŜŎǘ ƘŀƴŘƭŜΣ ȅƻǳ ǿƛƭƭ ǎŜŜ ŀ ǎǘǊŜŀƳ 

ƻŦ Ǌŀǿ Řŀǘŀ ŦƭƻǿƛƴƎ ƛƴ ǘƘŜ bƻǘƛŦȅ [ƛǎǘ ǿƛƴŘƻǿΦ 
 

 
Figure 8: Cassia Bluetooth Debug Tool example 

 

CǊƻƳ ŦƛǊƳǿŀǊŜ мΦпΣ /ŀǎǎƛŀ !/ ƛƴǘŜƎǊŀǘŜŘ .ƭǳŜǘƻƻǘƘ ŘŜōǳƎ ǘƻƻƭΦ CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ǇƭŜŀǎŜ 

ŎƘŜŎƪ /ŀǎǎƛŀ !/ .ƭǳŜǘƻƻǘƘ 5ŜōǳƎ ¢ƻƻƭ ¦ǎŜǊ DǳƛŘŜ ŀǘ 

ƘǘǘǇǎΥκκǿǿǿΦŎŀǎǎƛŀƴŜǘǿƻǊƪǎΦŎƻƳκƪƴƻǿƭŜŘƎŜπōŀǎŜκƎŜƴŜǊŀƭπŘƻŎǳƳŜƴǘǎκ 

 

8 Error  Messages 

http://www.bluetooth.tech/nativeHubControl/index.html
https://www.cassianetworks.com/knowledge-base/general-documents/
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NOTEΥ CƻǊ /ƻƴƴŜŎǘ ŀƴŘ tŀƛǊ !tLǎΣ ŀǾƻƛŘ ŎŀƭƭƛƴƎ ŀ ƴŜǿ !tL ōŜŦƻǊŜ ǘƘŜ ǇǊŜǾƛƻǳǎ !tL Ŏŀƭƭ Ƙŀǎ 

ŦƛƴƛǎƘŜŘΣ ƻǘƘŜǊǿƛǎŜ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ǊŜǎǇƻƴŘ ǿƛǘƘ ŀ άŎƘƛǇ ƛǎ ōǳǎȅέ ŜǊǊƻǊΦ 

 

CƻǊ I¢¢t рлл ŜǊǊƻǊΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ǘƘŜ ŎƻƳƳƻƴ ŜǊǊƻǊ ŎƻŘŜǎ ǿƘƛŎƘ ƛǎ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ 

ŎƻƴǘŜƴǘ ƻŦ I¢¢t ǊŜǎǇƻƴǎŜ ƳŜǎǎŀƎŜΦ 

• ϦǇŀǊŀƳŜǘŜǊ ƛƴǾŀƭƛŘϦΥ ǿǊƻƴƎ ǇŀǊŀƳŜǘŜǊ ǾŀƭǳŜΣ ǎǳŎƘ ŀǎ ŎƘƛǇ L5Σ a!/ ŀŘŘǊŜǎǎ ƻǊ ŀŘǾŜǊǘƛǎŜ 
ǘȅǇŜ ƛǎ ǿǊƻƴƎΦ 

• ϦŘŜǾƛŎŜ ƴƻǘ ŦƻǳƴŘϦΥ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƘŀǘ ǘƘƛǎ ŘŜǾƛŎŜ ƛǎ ŘƛǎŎƻƴƴŜŎǘŜŘΦ ! D!¢¢ Ŏŀƭƭ ǘƻ ǉǳŜǊȅ 
ǘƘŜ ŀǘǘǊƛōǳǘŜ ƻŦ ŀ ŘƛǎŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘƛǎ ŜǊǊƻǊΦ 

• ϦƳŜƳƻǊȅ ŀƭƭƻŎ ŜǊǊƻǊϦΥ ǿƘŜƴ ǘƘŜ .ƭǳŜǘƻƻǘƘ ŎƘƛǇ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŜƴƻǳƎƘ ƳŜƳƻǊȅ ǘƻ 
ŎƻƳǇƭŜǘŜ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƛǘ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘƛǎ ŜǊǊƻǊΦ 

• ϦƻǇŜǊŀǘƛƻƴ ǘƛƳŜƻǳǘϦΥ ŜŀŎƘ ƻǇŜǊŀǘƛƻƴ Ƙŀǎ ŀ ǘƛƳŜπƻǳǘ ǾŀƭǳŜΣ ŜǎǇŜŎƛŀƭƭȅ ǘƘƻǎŜ ǘƛƳŜπ
ŎƻƴǎǳƳƛƴƎ ƻǇŜǊŀǘƛƻƴǎΣ ǎǳŎƘ ŀǎ ŎƻƴƴŜŎǘƛƻƴΦ ²ƘŜƴ ŎƻƴƴŜŎǘƛƴƎ ǘƻ ŀ ŘŜǾƛŎŜ ǘƘŀǘ ŘƻŜǎ ƴƻǘ 
ŜȄƛǎǘΣ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ǿƛƭƭ ǘƛƳŜƻǳǘ ŀŦǘŜǊ ǘƘŜ нлǎΦ 

• ϦŎƘƛǇ ƛǎ ƴƻǘ ǊŜŀŘȅϦΥ ǘƘƛǎ ŜǊǊƻǊ ǿƛƭƭ ōŜ ǊŜǇƻǊǘŜŘ ǿƘŜƴ ǎŜƴŘƛƴƎ ŎƻƳƳŀƴŘǎ ǘƻ ǘƘŜ ŎƘƛǇ 
ŦŀƛƭǎΦ 

• ϦŎƘƛǇ ƛǎ ōǳǎȅϦΥ ǘƘŜ /ƻƴƴŜŎǘ ŀƴŘ tŀƛǊ !tL ŀǊŜ Ƴǳǘǳŀƭƭȅ ŜȄŎƭǳǎƛǾŜΦ LŦ ŎŀƭƭƛƴƎ ŀ ŎƻƴƴŜŎǘ 
ǊŜǉǳŜǎǘ ōŜŦƻǊŜ ǘƘŜ ǇǊŜǾƛƻǳǎ ŎƻƴƴŜŎǘ ǊŜǉǳŜǎǘ ŦƛƴƛǎƘŜǎΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǘǳǊƴ ϦŎƘƛǇ ƛǎ 
ōǳǎȅϦΦ 

• ϦƛƴŎƻǊǊŜŎǘ ƳƻŘŜϦΥ hǳǊ { {ŜǊƛŜǎ ƻƴƭȅ ǎǳǇǇƻǊǘǎ ƻƴŜ ǊƻƭŜΣ ŜƛǘƘŜǊ ƳŀǎǘŜǊ ƻǊ ǎƭŀǾŜ όŘǳŜ ǘƻ 
ǘƘŜ ƳŜƳƻǊȅ ƭƛƳƛǘύΦ ¢ƘŜǎŜ ǘǿƻ ǊƻƭŜǎ ŀǊŜ ŘƛŦŦŜǊŜƴǘΣ Ƴŀƛƴƭȅ ǊŜŦƭŜŎǘŜŘ ƛƴ ǘƘŜ ōǊƻŀŘŎŀǎǘ ŀƴŘ 
ǎŎŀƴƴƛƴƎΦ ²ƘŜƴ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŀ ǎƭŀǾŜΣ ƛǘ Ŏŀƴƴƻǘ ŎƻƴŘǳŎǘ ǎŎŀƴƴƛƴƎΤ ǿƘŜƴ ǘƘŜ ǊƻǳǘŜǊ ƛǎ 
ǘƘŜ ƳŀǎǘŜǊΣ ƛǘ Ŏŀƴƴƻǘ ǎŜƴŘ ŀŘǾŜǊǘƛǎŜ ǿƘƛŎƘ ƛǎ ŎƻƴƴŜŎǘŀōƭŜΦ LŦ ȅƻǳ ǎŜǘ ǘƘŜ ǳƴǎǳǇǇƻǊǘŜŘ 
ǇŀǊŀƳŜǘŜǊǎ ǘƻ ǘƘŜ ŎƘƛǇΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǘǳǊƴ ǘƘƛǎ ŜǊǊƻǊΦ 

• ϦŘŜǾƛŎŜ ƴƻǘ ŎƻƴƴŜŎǘϦΥ ǎŀƳŜ ŀǎ ϦŘŜǾƛŎŜ ƴƻǘ ŦƻǳƴŘϦ ŜǊǊƻǊΦ 

• ϦƻǇŜǊŀǘƛƻƴ ƴƻǘ ǎǳǇǇƻǊǘŜŘϦΥ ǊŜǎŜǊǾŜŘ ŦƻǊ ŦǳǘǳǊŜ ǳǎŜΦ 

• ϦƴŜŜŘ ǇŀƛǊ ƻǇŜǊŀǘƛƻƴϦΥ ǎƻƳŜ ŘŜǾƛŎŜǎ ǊŜǉǳƛǊŜ ŀƴ ƻǇŜǊŀǘƛƻƴ ŦƻǊ ǇŀƛǊƛƴƎ ŀŦǘŜǊ ŀ ǎǳŎŎŜǎǎŦǳƭ 
ŎƻƴƴŜŎǘƛƻƴΦ LŦ ŀ D!¢¢ ŦǳƴŎǘƛƻƴ Ŏŀƭƭ ƘŀǇǇŜƴǎ ǇǊƛƻǊ ǘƻ ǘƘŜ ǇŀƛǊƛƴƎΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǘǳǊƴ 
ǘƘƛǎ ŜǊǊƻǊΦ 

• Ϧƴƻ ǊŜǎƻǳǊŎŜǎϦΥ ǘƘŜ .ƭǳŜǘƻƻǘƘ ŎƘƛǇ ƛƴ /ŀǎǎƛŀ ǊƻǳǘŜǊǎ Ŏŀƴ ǎǘƻǊŜ ǘƘŜ ǇŀƛǊ ƛƴŦƻǊƳŀǘƛƻƴ ǳǇ 
ǘƻ мл ǎŜŎƻƴŘǎΦ LŦ ȅƻǳ ǇŀƛǊ ǘƻƻ Ƴŀƴȅ ŘŜǾƛŎŜǎΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǇƻǊǘ ǘƘƛǎ ŜǊǊƻǊΦ 

• Ϧ{ŜǊǾƛŎŜ bƻǘ CƻǳƴŘϦΥ ŎƻǳƭŘƴϥǘ ŦƛƴŘ ŀ /ƘŀǊŀŎǘŜǊƛǎǘƛŎ ƛƴǎƛŘŜ ŀ {ŜǊǾƛŎŜΦ 

• ϦǘȅǇŜ ƴƻǘ ǎǳǇǇƻǊǘŜŘϦΥ ²ƘŜƴ .ȅǇŀǎǎ ǎŎŀƴ ǿŀǎ ǎŜǘ ǳǇΣ ǘƘŜ ǇǊƻǘƻŎƻƭ ǘȅǇŜ ȅƻǳ ǎǇŜŎƛŦƛŜŘ ƛǎ 
ƴƻǘ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘƛǎ ŦƛǊƳǿŀǊŜΦ  

• ϦǇƭŜŀǎŜ ǎŜǘ ōȅǇŀǎǎ ǇŀǊŀƳǎ ŦƛǊǎǘϦΥ .ȅǇŀǎǎ ƳƻŘŜ ƛǎ ŜƴŀōƭŜŘΣ ōǳǘ ƴƻ ōȅǇŀǎǎ ǇŀǊŀƳŜǘŜǊǎ 
ƘŀǾŜ ōŜŜƴ ǎŜǘΦ 

• ϦŦŀƛƭǳǊŜϦΥ ŀƴ ŜǊǊƻǊ ŦƻǊ ŀƭƭ ƻǘƘŜǊ ŦŀƛƭǳǊŜǎ ƴƻǘ ǎǇŜŎƛŦƛŜŘ ȅŜǘΦ 
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Appendix A -- Migrate from C1000 -2B Firmware to X1000  
 

CƻǊ ǳǎŜǊǎ ǿƘƻ ƘŀǾŜ ƳƛƎǊŀǘŜŘ ŦǊƻƳ /млллπн. ǾŜǊǎƛƻƴ ǘƻ ·млллΣ ȅƻǳ ƴŜŜŘ ǘƻ ƳŀƪŜ ǘǿƻ 

ŎƘŀƴƎŜǎΥ ŎƘŀƴƎŜ Ƙƻǎǘ ŀƴŘ ŀŘŘ άκŀǇƛέ ǘƻ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ ǘƘŜ ¦w[Φ {ŜŜ ōŜƭƻǿ ŦƻǊ ŀƴ ŜȄŀƳǇƭŜΦ 

 

9ȄŀƳǇƭŜ ŎƻŘŜ ƻƴ /млллπн. 

 

 
 

Lƴ ·млллκ9млллκ/млллκ{ {ŜǊƛŜǎΣ ȅƻǳ ǳǎŜŘ ƛǘ ǘƘƛǎ ǿŀȅ̔ 

 
var host = "http://demo.cassia.pro/api"; 

// get token 

$.ajax({url: host+"/oauth2/token", headers: headers, type:"post", success: function(data){ 

// ... 

}}); 

 

hǊ 

 

POST api/oauth2/token HTTP/1.1 
 

Host: demo.cassia.pro 

Headers: {Authorization: Basic dGVzdGVyOjEwYjgzZjlhMmU4MjNjNDc= 

Content-Type: application/x-www-form-urlencoded} 
 

Body: 

{grant_type=client_credentials} 
 
 
 
 
 
  

var host = "http://api.cassianetworks.com"; 

// get token 

$.ajax({url: host+"/oauth2/token", headers: headers, type:"post", success: function(data){ 

// ... 

}}); 

http://demo.cassia.pro/api
http://api.cassianetworks.com/
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Appendix  B -- Sample Code to Get Access Token 
 
var credentials = { 
   id: 'tester', 
   secret: '816213f8b5c2877d' 
};  
  
var access_token = '';  
  
var request = require('request');  
 
var options = { 
     url : 'http://demo.cassia.pro/api/oauth2/token', 
     method : 'POST', 
     form : {'grant_type' : 'client_credentials'}, 
     headers : { 
         Authorization : 'Basic ' + new Buffer(credentials.id + ':' + credentials.secret, 'ascii').toString('base64'), 
     } 
 };  
  
request(options, function(error, req, body) { 
     if (error) { 
         console.log(error); 
         return; 
     }  
  
    var data = JSON.parse(body); 
     access_token = data.access_token; 
     console.log(data);  
  
    var options = { 
         url : 'http://demo.cassia.pro/api/client',  //you can change this to the IP address and port your Router is using. 
         method : 'GET', 
         // form : {'grant_type' : 'client_credentials'}, 
         headers : { 
             Authorization : 'Bearer ' + access_token, 
         } 
     }; 
     }); 
 }); 
    request(options, function(error, request, body) { 
         console.log(body); 
     }); 
 });  


