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Figure 1 (v1.2)Turn on Local RESTful APl in AC Console
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Figure 2 (v1.2)Turn on Local RESTful APIRouterConsole
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3 Architecture Diagram
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Figure4: Cassia RESTful APIs Working Diagram
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if ($stream = fopen($url_for_scan, 1)) {
while(($line =fgets($stream)) == false) {
echo $line;

}
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POST api/oauth2/token HTTP/1.1
Host: demo.cassia.pro
Headers: {Authorization: Basic dGVzdGVyOjEwYjgzZjlhMmU4MjNjNDc=
Content-Type: application/x-www-form-urlencoded}

Body:
{grant_type=client_credentials}
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HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{ token_type: 'bearer’,
access_token:
'2b6cedB831413685ec33204abc2a9a476310a852f53a763b72c854fd7708499f1bcOb362
6bfcfef2a2cfe0519356c9d7ch1b514243ch29f60e76b92d4a64ea8bd',
expires_in: 3600 }
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GET http://{your AC domain}/api/cassia/info?mac=<hubmac>

wSaLB¢Ea SYLIE S
{GIAzASY ¢¢t kmdM HAAN hYKNKY
| I-RSNJOEISyﬂSS\IUlEtSNJ Y

Saam ARELILI ABDAEK2Y

(/'))

{"capwap-uplinkmac":"CC:1B:EQ:E7:FD:84","cpu":{"used":158,"total":2184},"mem":{"used":103508,
"total":225716},"capwap-state":"7\n","timeconf":{"now":"2018-09-07 09:56:42","ntp2":"stdtime.gov.hk",
"auto":true,"ntpl":"time.nist.gov"},"timezone":"Asia\/Shanghai","chipinfo":{"1":{"adv_en":"0","ant":"0","max":11,"s
can_type":"0","ver":"7","addr":"CC:EB:E0:19:88:1F","scan_en":"0","status":"Idle","speed":{"rx":0,"tx":0},"id":"1"},"
0":{"adv_en":"0","ant":"0","max":11,"scan_type":"0","ver":"7","addr":"CC:EB:E0:19:88:1E","scan_en":"0","status":
"ldle","speed":{"rx":0,"tx":0},"id":"0"}},"conn_params":{"type":0,"latency":0,"conn_max_intval":30,"supvtimeout":1
000,"conn_min_intval":7.5,"scan_window":30,"scan_intval":60},"mqtt_stat":{"e":[0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0],"
d"0,"s":0,"f":0},"wireless":{"proto":"static","dns":"","dns2":"","netmask":"255.255.255.0","ip":"192.168.40.1","pass
word":"cassia-E7FD84","speed":{"rx":0,"tx":0},"iface":{"mac":"CC:1B:E0:E7:FD:85","mtu":"1500",
"netmask":"255.255.255.0","ip":"192.168.40.1","tx":"428","name":"wlan0","metric":"0","rx":"0","bcast":"192.168.4
0.255"},"country":"US","gateway":"","mode":"ap","ssid":"cassia-E7FD84","dns1":""},"ssh-
login":"1","ble_power":20,"sqs_stat":{"e":[0,0,0,0,0,0],"d":0,"s":0,"f":0},"fat":"0","mac":"CC:1B:E0:E7:FD:84","cont
ainer":{"disk":{"used":”1.0G","total":"2.3G"},"kernel":"Ubuntu 16.04.3 LTS\n",
“iface™:{"mac":"FE:EB:E0:BE:E0:62","mtu":"1500","tx":"636","name":"vethBU791K" "metric":"0","rx":"568"},"cpu":
{"used":205,"total":2204},"status_ code"'3 ,"process™:"USER PID %CPU %MEM VSZ RSSTTY STAT
START TIME COMMAND\nroot 1 0.0 0.4 2612 1056 pts\V0 Ss+ 01:55 0:00 VbinVbash
VrootV/start.sh\nroot 71 0.0 0.3 7980 84872 Ss 01:55 0:00 Vusr\V/shinV/sshd\nroot 86 7.110.5
118496 23852 ? Ssl 01:55 0:04 PM2 v2.10.1: God Daemon (\root\/.pm2)\nroot 99 0.0 0.6 2708
1360 ptsV0 S+ 01:55 0:00 V/binVbash\nroot 133 0.0 0.4 4740 11242 R 01:56 0:00 ps
aux\n","apps":{},"speed":{"rx":0,"tx":0},"mem":{"used":52350976,"total":134217728},"status":"running"},"capwap-
uplink™:"wired","ac":{"port":"5246,5247","user":"","control_port":"5246","data_port":"5247","force_network":"1","a
ddress":""},"capwap-ip":"168.168.20.154\n","https":"0","dong|e":{"keepalive”:'"',"ifname":"pppO",
"dialnumber":"*99#" "service":"umts","defaultroute":"","username": pincode":"","apn":"Sgnet","metric":"5","prot
0":"3g","dns":"","device":"\Vdev\V/ttyUSB0","maxwait":" ,password """" ,ipve™:","type":"none","demand™:"","peerdn
s":""},"scan":{"one_scan_time":"300","scan_interval":"15", scan_wmdow 10 1, "wired":{"duplex":"full","proto":"dh
cp","speed":{"rx":0.381,"tx":O.2376},"iface":{"mac":"CC:lB:EO:E7:FD:84","mtu":"1500","netmask":"255.255.255.0
""ip":"168.168.20.30","tx":"27746","name":"eth0","metric":"1","rx":"31793","bcast":"168.168.20.255"},"trans_spe
ed":"100"},"chip-params":"1","version":"1.3.0.1807030130","local-api":"0","start":{"bypass":{"use":"mqtt"}},
"capwap-runtime":54,"uptime":"94","model":"X1000"}
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GET http://{your AC domain¥api/cassia/hubs/<hubmac>

wSaLB¢asSLEy xy S

{GI0AzZAS ¢ ¢t kKkMPM HAN hYKNKY
| SIF RSNJASyY &N R S NJ Y

aSaam ARELILI DA AK2Y

{"_id":"5a9497eeadc22500524e27e5","id":"CC:1B:E0:E0:DF:80","mac":"CC:1B:EQ:E0:DF:80","name":"New
Bootloader","group™:"SJCLab","status":"online","model":"E1000","version":"1.2.1.1803121427","position":""
,"time":1519687662258,"ip":"96.64.240.30","localip": 192.168.0.106","uptime":807183 “offline_time":1523
468797,"online_time":1523468804,"update_status":"update_ok","update_reason":"","update_version":"1.2.
1.1803121427","update_progress":100,"groupcolor":"undefined"}

wSa Ly a STEMNI ¥TXSAY S

{ GFiEEaY ¢¢t kMPM HAN hYKNKY

| S RSNIASyY &Nk S NJ Y

aSaam ARSI DA AK2Y
{"_id":"5a9f5bb26d48ab005290b45f","id":"CC:1B:E0:E0:61:9C","mac":"CC:1B:E0:E0:61:9C","name":"Cassia
Router","group”:"","status":"offline","model":"C1000","version":"1.2.2.1801101456","position":"","time":15
20393138130, "ip":"73.202.248.99","localip™"192.168.1.106","uptime":1708,"offline_time™":1520893570,"onl

ine_time":1520891832,"update_status":"update_ok","update_reason":"","update_version":"","update_prog
ress":0}
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GET http://{your AC domain}/api/cassia/hubStatus

wSalLlRyasST s wyi Sy S

{ G AASY ¢¢tkmdPM HAAN hYKNKY
| SI RSNIASyY KNI ]k S NJ Y
aSaam ARELILI DA AK2Y

data:

{"model":"X1000","ip":"96.64.240.30","mac":"CC:1B:E0:E0:98:50",
"version":"1.1.1.1710261111","uptime":0,"user":"tester","locali
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p":"192.168.0.105","whitelist":true,"status";"online"}

wSaLRyaSTEMI YEXSAY S
{GI0AzZAS ¢ ¢t kKkMPM HAN hYKNKY
| S RSNIASyY &N R S NJ Y
aSaam ARSLILI ABEAK2Y

data: {"mac™" CC:1B:E0:E0:98:50","status":"offline"}

6.24. Obtain all online routers’ status

NOTYE ¢ KA & M @HAAIE0 Y RONRIzZIAK [/ a&aAl !

GET http://{your AC domain}/api/cassia/hubs

¢tKS NBGdZNYy NBadz2ac23@iad¢g | NNIX& 2F W{hb

L2yasS SEFYLXSY

[T AzZAY ¢¢t kMmdPM HAN hYKNKY

F RSNJA Sy &N ]k S NJ Y
aam ARELILI k@A FK2Yy

o —
v U SN U
<

[{"_id":"5a%497eeadc22500524e27e5","1d" : "CC: 1B:EQ: EQ: DF: 80", "mac": "(C:1B:EQ: EQ:DF: 80", "name" : "New

Bootloader","group":"SICLab","status": "online", "model": "E1000", "version”:"1.2.1.1803121427","position":"", "time":1519687662258, "ip": "96.64.240.30", "localip":"192
.168.0.106", "uptime":806403, "offline_time":1523468797, "online_time":1523468804, "update_status":"update_ok","update_reason":"","update_version":"1.2.1.1803121427"
,"update_progress":100, "groupcolor": "undefined"},{"_id":"5aa852cb8373af00511af379","id": "CC:1B:EQ:E0:95:84", "mac": "CC:1B:EQ:£Q:95:84", "name": "LXC

Router™, “group":"","status": “online", "model":"X1000", "version":"1.2.1.1803121426", "position":"", "time":1520980683723,"ip": "96.64.240.30", "localip":"192.168.0.109
2 "uptlme 1806402, "offline_time":1523468798, "online_time":1523468805, "update status”: "update_ ok ,"update reason”:"", "update_version":"1. 2 1.1803121426", "update_p
rogress”:100}, { id":"5aa857e18373af00511af3c8","id":"(C:1B:EQ: E0:56:2C", "mac":"CC:1B:EQ:E0:56:2C", "name": "Azure LXC

Router", "group": status":"online","model":"C1000","versio 2.7 1864041630", pos1t1on "time": 1520981985617, ip":"96.64.240.30","localip":"10.1.10.142",
uptlme 351539 "offline_time":1523923662, "online_time":1523923668, "update_status":“update_ok","update_reason":"","update_version":"1.2.7.1804041630","update_pro
gress”:100},{"_id":"5aa990¢78373af00511b0609", "id": "(C:1B:EQ:£Q:96:34", "mac": "CC: lB £0:£0:96:34", "name": "ABB (assu

Router”,"group":"", "status": "online","model":“X1%9","version“:"1.2.0.1803131043","position" "time" 1521062087711,"ip":”96.64.240.30","localip":"192.168.0.110
", "uptime":806401, "offline_time":1523468799, "online_time":1523468806, "update_status":“update_ ok ,"update_reason":"","update_version":"","update_progress":@0},
"_1d":"5ab207828373af00511b846d","1d":"(C:1B:E0:EQ: 2D:F@", "mac": "CC: 1B:EQ:E0:2D:FQ", "name": "Cassia
Router”,"group":"","status": "online", "model": "X100@", "version":"1.2.0.1802130330", "position":"", "time":1521616770703,"ip":"98.234.115.2", "localip":"192.168.1.28"
,"uptime”:1730, "offline_time":1524273446,"online_time":1524273477, "update_status": "update_ok","update_reason":"","update_versiol update_progress”:0},

{r 4d"; "Sabaf0768373a{00511c097c","id":“C(:1B:E0:E0:DD:88","mac":“CC 1B:E0:E0:0D: 88","name" "01d

Bootloader","group":"","status":"online", "model": "E100@", "version":"1.2.1.1803121427", p051t10n "","time":1522200694908,"ip":"96.64.240.30", "localip":"192.168.0
111", "uptime”: 806396, offhne_tlm "11523468804, "online_time":1523468811, "update_status": "update_( ok" ,"update_reason":"" "update version":"", "update_progress":0},
P id" "5abd940a8373af00511¢3122" :"CC:1B:EQ:£0:52:90", "mac":"CC:1B:E0:E0:52:90", "name": "Zan Compute

", "group":"SICLab", "status":"online", "model": "(1@00","ver51on :"1.2.7.1804041630", "position”:"", "time":1522373642805, "ip": "96.64.240.30", "localip":"10.1.10.174",
"uptime":184268, "offline_time":1524090843,"online_time":1524090939, "update_status":"update_ok","update_reason":"","update_version":"1.2.7.1804041630", "update_pro
gres "'100,"groupcolor":"undefined"},{"_id":"Sac564748373af00511(35d1”,"id":”CC:lB: :E0:64:44" ,"mac":"(C:1B:EQ:E0:64:44", "name": "Zan Cynthia

Test", "group":"SICLab", "status":"online", "model":"C1000", “version":"1.2.7.1804041630", "position” "time":1522885748412,"ip":"96.64.240.30", "localip":"10.1.10.2
6","uptime":174065, "offline_time":1524101134,"online_time":1524101142, "update_status":"update_fail","update_reason":"download

interrupted”, “update_version”:"1.2.0.1803131043", "update_progress":3.274724245071411, "groupcolor”: "undefined"},
{"_id":"5ac564748373af0@511ca5d2", "1d" : "CC: 1B:EQ:EQ: 5A: C@", "mac": "(C: 1B:EQ: EQ:5A: (0", "name": "Zan Cynthia

Test","group":"SICLab", "status": "online", "model":"C1000", "version":"1.2.7.1804181819", "position":"", "time":1522885748415, "groupcolor": "undefined", "ip":"216.3.13.
179","localip":"10.161.94.54" , "uptime":40880, "offline_time":1524234317,"online_time":1524234327, "update_status":"update_ok","update_reason":"","update_version":"
1.2.7.1804181819", "update_progress":100}]

6.25. Reboot a router remotely

GET http:/{your AC domain}/api/cassia/reboot?mac=<hubmac>

6.3. Traffic Related APIs
6.3.1. Scan Bluetooth devices
¢2 dz&S GKS NRdziSNJ G2 aoOly .fdzSi220K
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GET http://{your AC domainY¥/api/gap/nodes?event=1&mac=<hubmac>

¢KA& 1tLf SyGHOPSNBENS { { 90 6KAOKE SIS GKS Az
T IERPAEA L2y ESOSEF YL S

| SNBE FNB Y2NB 2LIA2yIFf LI N YSGSNAEOD

e OO0 A2A % Ad2Yy Inf 2 NJ mZ m ObWRMANT3G § & RLIME & AOdIS 9S &
ALISOATer o0& RSTFlLdzZ G /Faaial NRdziSNB gAff L

e TAL OSNYRUAAIMRG knfi S2aNJomM Z (G dzNY 2 Y k 25FSF ideh F A € G

¢ KR@&L OFy &A3IYATAO Vil tO8 SHNBR &QBozi FNSH 2r 2K 2
& SNIBS NJ
NOTEdzf GALX S FTAEGSNAR OFy 06S dzaSR i G4KS &l Y¢

O2y RAGA2¢ & S\ {SOEAGRI & dzpJLJ2 NIl SR

GET http://{your AC domain}/api/gap/
nodes?event=1&mac=<hubmac>&filter mac=<macl><mac2>, ..., <macxX>

{ @L w{g4dSft =

/ dza (0 8OM-SNIF dRiSISANIS & o | a w
| Ay @It dzS o

I &SR y Ad
Sl tdzS A& 6SFH1SNI GKEY F N |

o]

N

GET http:/{your AC domainY/api/gap/
nodes?event=1&mac=<hubmac>&filter rssi=<rssi>

LY I ROdza dZOFrINIFARSIBND S SR 2y & SN WDSaPRSE 5
Ol yy b OFESKESS NP A OS Y2 ®ee ol KB 25T Ay 2[K9 GLINBTAL
Y2NBZ FALOGSNYdzdaiR aK2dzZ R y28G Ay Of dzRS

GET http://{your AC domainY¥/api/gap/

nodes?event=1&mac=<hubmac>&filter uuid=<uuid1>,<uuid2>, ... , <uuidX>
GET http://{your AC domainY¥/api/gap/
nodes?event=1&mac=<hubmac>&filter name=<namel>,<name2>, ..., <namex>

¢(KS a0NHzOGdzZNBE 2F . [ 9 | ROSNIAAS [ISPgHSKE 61y RIS
b RIGI0 b ™ B8E awiyS 20NeR.EENILG 25 FAf G SNJ 6& | ! L5 2N
GeRK2dzt R 0SI RGONIARRD R REYFBPHY NBaLR2yaS LI O1 S

640l yisSfilzMIBKS (& LiSaod
| RSTAYS 9Lwy! ! Le®@Ay{ Hd L 5ZENXRNBkHE B At ofS F
| RSTAYS 9Lwy! ! Lsovclip!!['[L5=nBafd fkifd GMSCR  F K

|

|

| RSTAYS 9Lwy! ! L5oOHY{ Hd L 5ZENXRNBKkHE o htl ofS F
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| RSTFAYS 9Lwuy! ! L50oAHGY !!['[L 5 Zn Bpt fkAFE GOSHR  F K

| RSTAYS 9Lwy! ! LSmmypihadLs5r WENB | WFAflofS
| RSTFAYS 9Lwuy! ! L5®mHAYIY!['[LS5ZEAT f K am®BR F K

| RSTAYS 9Lwyb! a9¢{!l hwt nEny KF aK2NISySR
| RSTAYS 9Lwyb! a9y/ hat[9¢9 nEnd KF O2YLJX !

.St 26 A& SKANKDIK YHRSE Olyy NBalLlyasSo
data: {"name":"S2A0003787B8E2","scanData": "0F095332413030303337383742384532", "evt_type"4,
extracted name in ASCII ‘ type name (0x)
length

LS8t 26 A SKANKDI VAIBF R P S NG At & S LIDRBEAINT A & S
LI O1 €@® A&SIAS Y2 FRNBIINRGI RIS RRABEKS NB
KSNB O2FAStal SindBiizdzA R T

[ Routers x | [ BEEE x Cassia SDK Manual (FC % | [ Cassia EFREIE X "1
&« X | @ 192.168.1.101/gap/nodes?event="18&filter uuid=FFFO0

‘heepalive uuid

ax 3 byte length = 1 byte type + 2 byte data -&g)a

data {"name”: " SimpleBLEDataTest”, “evt type”: 0. “rzzi”:—68, “adlata”: "0201060302F0FF| 2095 369607 DACEE4 240454461746 154657 374", “he

12095369607 DACED4 240454461746 154657374", "he

data {"name”: "SimpleBLEDataTest”, “evt type™: 0. "rzzi”:—64, “adlata”: "0201060302F0FF| 2095 369607 D6CEE4 240454461746 154667374", "he

data: {"name”: " SimpleBLEDatalest”, "evt type”: 0. "rzsi”:-50, “adlata”: "0201060302F 0FF| 2095 369607 060604 240454461746 154667374", “he

data nene”:"Simg ()v 02 is EIR_UUID16_SOME 2=

data {"name”:” Sim;lllbncmfdbare:ﬂ' ;LT olET S LEsr T ra - amebta” 020106030 2F0FF|L 2095 36960 T DACES4 24045446 1T 46 154657374", “be

2R0FFL 2095368607066 54 240464461 746154657 374", "be

¢2 dzZ&S GKS NRdAzGSNJ G2 O2yySOd G2 &ALISOATFTAO . |

POST http://{your AC domain}/api/gap/nodes/<node>/connection?mac=<hubmac>

NOTYE Ydzf GALIX S 02y ySOiAYy Hh ANRI dzd &/ (R dialf ey D RS
''aSNJ ySSRa (2 KFIYyRfS NBljdzSaia Ay aSNRIFfX g
GKS ySEG O2yySOiAy3a NBIljdsSadod

tk N} YSGSNEOPF2NI GKA& !tL

e UR3IYS YRIOIZNEKS @[ DPRREBADSGELISET SAGKSNI Lz €

. G)\YSdeG'bgLNﬁ'Ey@KﬁYOQAYXSOﬂ}Z@AI}ICfSSj qzéféyqxémm
GAGKAY GKAA GAYSpE nenkng SRISYF IR A0FS (T WS Hdzin YRE
Hannd yYa

e I dzi2 62LIGA2YITO0OY n 2NI MZ AYRAOIGE®DI KB K

NEO2yySOGSR | FUSNI Al vl diana O21lytyd@OYi SHn dzy B
T2N ERBRPR®TFTI dzAf G Gl fdzS A& no
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e RAAO2 OENBI ANAYyBREY I dzf 8 NI ™
x +| f de§¥ RM DK 8§ S BPKRMHAEKS OPSReE RIGFolFaS 6KAO
éxaozmmﬁamwdza DAY WIO G A FNGS OBA RH aTO2NI S3
odzi YI@06S GKS AYyF®&NXYIGA2Y Aa y20 dzZJRIGS
+ f ey RA OK 8 SBKRFP2EEOKES OKSR D! BEKRYF G ol a8
Odza G 2 VAS SNDR D8 RA&AO02FSNI ! t LN ¢iK S SNBZOERICSND
OKI N} OF SIRIWaiikSa.[9 RSOAOSO®

A s o

| SNB Aa +Fy SEI YLX S Fed@GSReRadk saf/R NP dzi SNI T
&l Orr &b ®H

curl -X POST -H "content-type: application/json" -d
‘{"timeout":"1000","type":"public","auto™:"1"}
'http://172.16.10.6/gap/nodes/CC:1B:E0:E8:09:2B/connection’

w
{
|
a

v U SN U

OK

¢ 2

a

Ll2yasS SEFYLX SY
AZEY ¢ ¢t Kk MPM HAA hYKNKY

- RSNIA Sy KNI iR S NJ Y

daABeY GSEGkLI FAY

RA&EO2yySOGY

DELETE http://{your AC domain}/api/gap/nodes/<node>/connection?mac=<hubmac>

w
{
|
a

[0 0 = V)

OK

a

L2yasS SEFYLX SY
MAESY ¢¢tkmdM HAA hYKNKY
- RSNIA Sy KNI iR S NJ Y

aamABeY GSEGkLIFAY

A ¥ 4 oA

DS GKS RSQOAOS tAaiG O2yySOGSR G2 I NRdziSNY
GET http:/[{your AC

domainY/api/gap/nodes?connection state=connected&mac=<hubmac>

-~ =
Uy S~ Uy

alL2yasS SEIFYLX SY
IT[uklzyiSSI C¢tkmMm®dPmM HANN hYKNKY

- RSNJA Sy KNI iR S NJ Y

aSaam ARSLILI DA BAK2Y

{"nodes":[{"type":"random","bdaddrs":{"bda ddr:"EF:A3:E6:94:CD:2D","bdadd

Type™:"
ted","

random"},"chipld":0,"handle":"","na me":"","connectionState":"cone

id":"EF:A3:E6:94:CD:2D"}]}
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5Aa020SNJ I ff asSNBAOSay

GET http://{your AC domain}/api/gatt/nodes/<node>/services?mac=<hubmac>

wSaLkzyasS SEI YLX SY

{UIT[uKIzyﬁSZI CCtkmMPM HNN hYKNKY
| SI RSNIASyY &N R S NJ Y
aSaam ARSLILI DAY 2Y

[{ "uuid":"00001800 - 0000 - 1000 - 8000

00805f9b34fb","primary":true,"handle":1},{"uuid";"00001801 - 0000- 1000- 8000
00805f9b34fb","primary":true,"handle":8} { "uuid":"0000fd00 - 0000 - 1000 - 8000
00805f9b34fb","primary":true,"handle":9} { "uuid":"0000180d - 0000 - 1000 - 8000
00805f9b34fb","primary":true,"handle": 20},{"uuid":"0000180f - 0000 - 1000
8000 - 00805f9b34fb","primary":true,"han dle":26},{"uuid":"0000180a - 0000
1000 - 8000 - 00805f9b34fh","primary":true ,"handle":30},{"uuid":"00001802

0000 - 1000 - 8000

00805f9h34fb","primary":true,"han dle™: 43}{"uuid":"00001803 - 0000- 1000

8000 - 00805f9b34fh","primary":true,"handle":46}]

5A8020SNJ I ff OKIN)}OGSNRAGAOAY
GET
http://{your AC domain}/api/gatt/nodes/<node>/characteristics?mac=<hubmac>

wSalLkyasS SEI YL SY

{GIAzASY ¢¢tkmdM HAAN hYKNKkY

| S RSNIASY KNI ]k S NJ Y

aSaam ARSLILI ABEAK2Y

[{"handle":3,"properties™: 10, "uuid":"00002a00 - 0000 - 1000 - 8000
00805f9b34fb"},{"handle":5,"properties":2, "uuid":"00002a01 - 0000- 1000 - 8000
00805f9b34fb"},{"handle":7,"pr operties":2, "uuid":"00002a04 - 0000- 1000 - 8000
00805f9b34fb"},{"handle":11,"properties":16,"uuid":"0000fd0 9- 0000 - 1000
8000 - 00805f9b34fb"},{"handle":14,"prop erties":4,"uuid":"0000fdOa - 0000

1000 - 8000 - 00805f9h34fh"}]

— ~r an 1%

5A80208N) It OXKSNBOGEWRAGAOE Ay 2y S

GET
http://{your AC

domainY/api/gatt/nodes/<node>/services/<service uuid>/characteristics?mac=<hubmac>

wSaLkryasS SEI YLX SY

{ ﬂl-r[ﬂidzyﬁfﬂ ¢¢tkmdm HAnN hYKNKY

| S RSNJASyY KNI R S NJ Y

aSaam ARELILI DA AK2Y

[{"handle":48,"properties": 10, "uuid":"00002a06 - 0000- 1000 - 8000

00805f9b34fb"}]
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5A3020SNI Iff RSAONALIIZNBR Ay 2yS OKIF NI Ol SN :
GET http://{your AC

domain}/api/gatt/nodes/<node>/characteristics/<characteristic uuid>/descriptors?mac=<

hubmac>

wSaLkryasS SEI YLIX SY

{GMOANES ¢¢tkmMmPM HAN hYKkNKY
| S RSNIASyY KNI iR S NJ Y

aSaam ARSLILI ABEAK2Y

[{"handle":48,"properties":10,"uuid":"00002a06 - 0000 - 1000 - 8000
00805f9b34fh"}]

5AA020SNI Iff aSNWAOSAZI OKIFNIOGSNRAGAOEAXT |y
GET http://{your AC

domainY/api/gatt/nodes/<node>/services/characteristics/descriptors?mac=<hubmac>

wSalLkryasS SEIYLX SY

{GIAzASY ¢¢tkmdM HAAN hYKNKkY

| S RSNIASY KNI ]k S NJ Y

aSaam ARSI DA AK2Y

[{ "uuid":"00001800 - 0000 - 1000 - 8000

00805f9b34fb","primary":true,"characterist ics":[{"descriptors":[{"handle"

3, "uuid™:"00002a00 - 0000 - 1000 - 8000
00805f9b34fb"}],"handle":3,"properties":10,"uuid":"000 02a00 - 0000 - 1000
8000 - 00805f9b34fb"},{"descriptors":[{" handle™:  5,"uuid":"00002a01 - 0000
1000 - 8000 - 00805f9b34fh"}],"handle":5,"prop erties":2,"uuid":"00002a01 - 0000
1000 - 8000 - 00805f9bn34fb"},{"descriptors "[{"handle":7,"uuid";"00002a04

0000 - 1000 - 8000 - 00805f9b34fh"}],"handle":7, "properties":2,"uuid":"00002a04

0000 - 1000 - 8000 - 00805f9b34fb"}],"handle":1}]

¢KS NBIFRKGNRGS 2LISNI &2y R N al KBS IR AR 2 DS I
ALISOATAO OKIFNIYOGSNrNAGAOOD®

¢2 NRIKS yRf S

GET http://{your AC

domainY/api/gatt/nodes/<node>/handle/<handle>/value?mac=<hubmac>

wSaLkryasS SEI YLX SY

{GMOANES ¢¢tkmMmPM HAN hYKNKY
| S RSNJASyY KNI R S NJ Y

aSaam ARSLILI DA BAK2Y
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{"handle":"36" "value":"56312e362e31"}
¢2 o NAKS yoRE S
GET http:/[{your AC

domainY/api/gatt/nodes/<node>/handle/<handle>/value/<value>?mac=<hubmac>

hLIWGA2y £ aLJ NI YSGSNER
e V2N AWAIIARYY Inf 2 NP MKNEB ANy y 82 F% STRA el @ &
M AYRAOFGSa OKALI gAff y20G aSyR

wSaLkryasS SEI YLIX SY

{GI-T[i]klzyﬁgl ¢C¢tkmMmdM HAN hYKNKY
| S RSNIASyY KNI R S NJ Y
aSaam ARRSEGK LI | Ay

OK

. StR® Iy SEl XMEER x@N2 5L0SSA T A @ OKA (NG TONI GINT AT yA
AYRAOIFIGA2Y o6& 2NRGS !'tL®

CANRGX @&2dz ySSR G2 OFff GKS 5Aé02®SNJ!tL d
ALISOATASR OKIFNYOUSNRAGAODP ¢KSys> 2L AW A KS R
Kl y Bio@ahh2da > &2dz OF v A dZ&SNMEKS. & KRy RLSY G(KS y
aSit GUKS @rtdz2S (2 banmnnbhT G2 2LSY G§KS Ay RAOI
V2UATRAORADRUABSAYUGUKS @It dzS G2 bnnnannb 6073 nwm

GET http:/{your AC

domainY/api/gatt/nodes/<node>/handle/37/value/0100?mac=<hubmac>

wSaLkryasS SEI YLX SY

{[ilr[uklzyﬁﬁl ¢C¢tkmMmdM HAN hYKNKY
| S RSNIASyY KNI ]k S NJ Y
aSaam ARRSEGK LI | A Y

OK

{ GF NI aRSySRRALyEH Y

GET http:/{your AC domain}/api/advertise/start?mac=<mac>

| SNBE FNB GKS LI N} YSGSNEH
o Ly { SN ADERIGES N B NIAEES T [Adyt pYa@dy & dzS
e | R GAR2L0S] X 2RMASIND A &G BaFIAt 1@ LBIF & A widd @5  dzS o
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e RYRIGF 6YRYRBNIGDHKES (B LB MKy 3

e NB & LRI & BY® NP & LJzya SbKlmcma,lLass XpaKeSayl BEh 2y
aSYyR NBaLWRIGEFT LXSIrasS asSid FRyGteLwsSrno

Val ujlad _type Comment s

n 5+ yL b5 [ 2V Y SA@HWRANE Ol SR ||

M 5+ P5Lw9/ ¢/ 2yySOiGFrofS RANBQ

H '5+xP{/ TbyL[{OFryylIotS dzyRANFBQ

0 5+ ybhb/ hblb2y 0O2yySOiuloftS d

n {7 Tbuyw{t {Ol'Yy wSalLl2yas

wSaLkryasS SEI YLIX SY

{ G AzASY ¢¢ctkmdM HAAN hYKNKY

| S RSNIASyY KNI R S NJ Y

aSaam ARRSEGK LI | Ay

OK

{G0ABYRMRBENLIAES REGIHY

GET http://{your AC domain}/api/advertise/stop?mac=<mac>

L2)/éS SEI YL SY
MAESY ¢¢tkmdM HAA hYKNKY

RS NYA Sy &N iR S NJ
™ ARRSEG K LI | A Y

?—g_)(

w
{
|
a

v U S U
ax
Qx

OK

{{9 'tL G2 3SG GKS O2yySOGA2y adGlida 27F I

GET http://{your AC domain¥api/management/nodes/connection-
state?mac=<hubmac>

2 KSy I RSOAOS adlridza Aa OKIFy3aSR FTNRY RA&O2:
RAa0O2yYySOUSRY @&2dz gAff 3ISG I NBaALRYyaSed® C2NJ
data: {"handle":"CC:1B:E0:E8:0D:F2","connectionState":"con nected"}

data: {"handle";"88:C6:26:92:58:77","connectionState":"disconnected"}

{{9 'tL (2 O2yliAydzSa NBOSAQPS y20AFAOFIGAZ2Y |
GET http://{your AC domainY/api/gatt/nodes?event=1&mac=<hubmac>
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[ FaaAiAl adamlABRE. NBBSY220K t20FGA2y GNF Ol Ay 3T

NOTYEST2NBE Ol fftAy3d t Fea b2 onraRiNg faKySA NeBif L &3S RLI N.
2aaA 1/

t2a3A0A2y RYWA ! tH10& AENBE & GKNRdAAK /| daAl
e ¢CARSYUATE GKS Of2asSad NRdziSNIJ I . [ 9 RSOAO!

GET http:/{your AC domain}/api/middleware/position/by-device/<device mac>

LG oA 96€dzolB Kdikoya ¢ ORIz £ Y@ YmM. YO EWOInYnmYnT

e ¢2 200GFAY GKS Of2afaliRANPAzOSHI GIKAEG TERI P
GET http:/{your AC domain}/api/middleware/position/by-device/*

LG oAff NBGdAzNYy + tAaGY

X«
(0p))
Q

E GkSdmd & 'K@zo a ¢ Om
k &BSded & 'K@izo a ¢ OX

P
w»
Q

9

 MMYHHYOO YKz @I¥& cYavé WRGEYWOEn Y nmYn T
 MMYHHYOO YKz @I¥& tYymé WRGEYIEn Y anmYny
Y

e ¢2 3IASG GUKS tAalG 2F . [ 9 RSOAOSaA I NRdzyR |/
GET http:/{your AC domain}/api/middleware/position/by-ap/<hub mac>

LG 6 A foS 8% REMECES DL 8N SEI YLI S
WAa MM YmHMHYYpopoYYc ¢ € € MB@WKBHPYooYnnYppY

e ¢2 3IASG GKS tAAG 2F . [ 9 RSHAOSa F2NJ €t {F

GET http://{your AC domain¥api/middleware/position/by-ap/*

LG oAttt NBOdzNY

9

I Kdzo a¢ YRS @k REBERSPE RS G
| Kdz0 at RSk REWPE RSPE A8 a
|.

v

Sao3 o
9
/77 Ym. Y9 nEYOuwdYWMMYYHHHHY o o Y n n Y P fEYKBEZE Z € MMYHH Y
|.
v
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{GFNIAY3I FTNRVA @A AMBASER2SEK nom {3POWASE

Wdza G 22NJ] az tlhaail® 9yiNER FyR [ S3l Oe

| SNBE I NB GKS NI AMBESF 3! © 6 & oNGaR d@iyeal I O f
Step 1: API Pair Request Step 2: API Pair-input Request

Just WwSUdzNY _n FF2ARNISbK!
T2NJ adzOOSaa‘¥d:

PasskewSuUgaAN3d/N dzaAy I wSudzNy n TF2ANSK
SYWNy¥eAUGAF G2N) |adzOOSaa ¥ dz

Legacy wSudzN)y of STENMI.EwSUdzNY n FF2ANISK

adz00Saa¥dA

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac>

Body parameters
e . 2YR

62LIAZ2YyLFEOY
o f SI® D@2 LII AS2SyFDnEMMES w KA OK YSI ya
Odza G2 YSNI 4S540 80 2h hdzazg sk S| &S

L2V R G2

GKS y2RS® 5STI dz
VOF dza Ay 3 |

e A LI @R LK ARSS fouSvide ¢b SiFlodiv B e @2 FE NRS AaLJ | &

10 capability

Val ue Comment s

5Aal [ ehy|/ KSO]J 9 AaLISOATA

5AalL) e, S|/ KSO] . 9 AaLISOATA

YSeo2Z2l NRh|[/ KSOJaLISJOR TAOF UA 2y

b2Ly LJzib2|/ KSO] 9 AaLISOATA

YSeo2l NR5|5SFldzt u @I tf dzS

Response parameters

Na me Optional / MDescription

| ¢ ¢t pnn hLIGAZ2Y I tf SFaS OKSO1l Ofrf
LI ANAYI{ O0/hLIOAZ2YI {S&St2g uloftsS
LI ANAYI{ G/hLIWWAZ2YI 5SaONALIAZY 2F
RAALIX I e hLIWUAZ2Y I S5AaLd e F2NJ LI )

Pairing status codes

Status|Status Description
n tFANAY I CIAfSR
M t FANAY 3 {dz0OO0SaaT dz
H tFANAY I TT'02NIUSR

19
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0 [0 [EHRQMA YT hh OELISOUSR
M [ 9 {SOdNB /2yySOitAz2ya tl ANKY
p tFaajlse LyYyLdzi 9ELISOUSR

C tFaalsSe HAalLXle 9ELISOGSR

T bdzYSNAO / 2YLI N Aazy 9ELISOGSR

NOTYE ¢ KA & yl1StSIR SMREZaRRaad a

POST http://<your AC domain>/api/management/nodes/<node>/pair-
input?mac=<hubmac>

. 2R& SERMIIEY S&l yiiNEl A2y k2a2y0Y
9 bLI avEloSeplY b

. 2Re SEFMIII D& hahJ A Ol GA2Yyk242Y0Y
9 bHiABiMHONpcTyd! ./ 59CaMHonpcTyd! ./ 59Ch Y

¢tKS NBaLRyaS F2N¥YIFG Aa alyYS Fa LI AN NBIJjdzSai

DELETE http://<your AC domain>/api/management/nodes/<node>/bond?mac=<hub-
mac>

wSalLkryasS SEI YLX SY

{ G AzASY ¢¢tkmdM HAAN hYKNKkY
| S RSNIASY KNI ]k S NJ Y

aSaam ARRSE Gk LI | Ay

OK

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac>

. 2Ré& S&I ML SO GA2yk_24a2y0Y
9 bo2yhREYLIMO MEAGE DY bb2LYyLMzib2hdziLlzih 6 Y

wSalLkryasS SEI YLX SY

{GMOANES ¢¢tkmMmPM HAN hYKNKY

| S RSNJASyY KNI R S NJ Y

aSaam ARELILI DA AK2Y

{ "pairingStatusCode": 1, "pairingStatus": "Pairing Successful" }
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{GSLI I m

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac>

. 2Reé Sé&l MILX 8O0l GA2ykeazyoyY
9Hho2yYRbIOM LHD AEMATI &Y ¥BYYSeoz2F NR5AALX I &@h6

aLkryasS SElYLX SY
IS ¢ ¢t kmdM HAN hYKNKY
I RSNIA Sy &KNH R S NJ Y

W
{
|
aSaam ARSI DA AK2Y

S
l.:.l
S
S
{ "pairingStatusCode": 5, "pairingStatus": "Passkey Input Expected" }
{GSLI I H

POST http://<your AC domain>/api/management/nodes/<node>/pair-
input?mac=<hubmac>

. 2Re S&l MILX SO0l GA2yke2az2yoyY
LI aagsSéhyec b

wSalLkryasS SEI YLX SY

{ G AzASY ¢¢tkmdM HAAN hYKNKkY
| SI R

a

S SNIA Sy KNH R S NJ Y

Saam ARLILI kDA FK2Y
{ "pairingStatusCode": 1, "pairingStatus": "Pairing Successful" }
{GSLI I m

POST http://<your AC domain>/api/management/nodes/<node>/pair?mac=<hubmac>

. 2Ré& S&I MILX SO GA2yk_24a2y0Y
9Hho 2y B SENDOY M

wSaLkzyasS SEI YLX SY

{GMOANES ¢¢tkmMmPM HAN hYKNKY
| S RSNJASyY KNI R S NJ Y

aSaam ARELILI DA AK2Y

{ "pairingStatusCode": 3, "pairingStatus": "LE Legacy Pairing OOB
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Expected" }

{GSLI I H

POST http://<your AC domain>/api/management/nodes/<node>/pair-
input?mac=<hubmac>

. 2Reé Sé&l LI 8O0l GA2ykeazyoyY
ShibpEnmHonpcTyd! ./ 59CHAMHonpcTyd! ./ 59Ch

wSaLkryasS SEI YLIX SY

{ G AzASY ¢¢tkmdM HAAn hYKNKY

| S RSNIASyY KNI R S NJ Y

aSaam ARSLILI ABEAK2Y

{ "pairingStatusCode": 1, "pairingStatus": "Pairing Successful" }

C NEFW NI g | /INISa avkptaasS f/25y0&R dad &iN2 YIF GAOFf & FTNRBY | f
OF yYRERY RS KSyK D 2R/E/F0ENS di A & I NIKRG SINgE SOGA2Y A A
2y WNR{dE(IZS NJ N2 dzRSENJIF @HIRLIF 0 At A GA Sa

LFOdzA 1 Y &Iz O2 y Yy 90 RESMIAKO S 4 LIS RIGF M2 N#zdz8 S NJ
O0dza (1 2NR dABRIOG A 2 P K BEKI2HMIRGITS 't La Ay OKI LIG SN

NOTMEKSa& N&Syite | @FrAflIofS GKNRdAzZAK [/ Faaal !/ @

¢ a !'tL gAff SyrRdt SIORMRIYD AFSZ K eEPSadd JINF( 2
I dz Bt SOGA2Y TFdzy O0 & BT A & 6P dESEBEH/TI G (ISARD, LFFdzy (
gAff 0% RAAlIOf SR

(1 GNENEISRHHFSERREMSK Wza A y 3 |

NOTYEKA & !'!tL akKz2dzZ R o0&
GAOUOMS2 $OB X2 YNF day ONIAR I RS / & Fifaz

da SNJYy | f a2 &g
ayl L#aK2i

Router

Router auto-selection

Save Setting

Figue 6 Router autoselection configuration in AC
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POST http:/[{your AC domain}/api/aps/ap-select-switch

. 2Reé Sé&l MLX 8O0l GA2ykeazyoyY

9GF &I YHm

wSaLkryasS SEI YLIX SY

{l]IT[uKIzyﬁSZI ¢¢tkmdM HAN hYKNKY

| S RSNJA Sy KNI R S NJ Y

aééérﬁameuut MORBK2Y

ShadlddzabY bawzoO0Saabs bHbFElIAbY ™

¢KAa& L é)\ff 2ch[®'§2@|2@|§5me|— fftRad& YRS OMISYy RIRKIRS

AAAAA

POST http://{your AC domain}/api/aps/connections/connect

th NJ YE&FRENN2 g REY

o | VA KISA ANP daiTuNDKA  f 0 i Kdkash B ¢ B20)y S O lde KBiISdeS a
Oldfaxsy S 2 NJ Ydz&a( Al S aMBi BB E a2 A G YSEya |
2y tfAYS NRdAziSNBR GKFIG O2yGNRffSR o6& GKS 1/

~ Av

e RSPOAOSAY 2@fild FWRRNBIAGA @GR YOIHGSE RRSR Ay

. 2Re S&I NMILX SO GA2yk2az2yoyY
9 L@AH/Y/ YM. YONYITYCOYCYyhIh/ /! YMbRS DUHEHFEGNY C
yY./ YmMmyWCnYo! b6

LJ

MWABEY ¢¢tkmdmM HAAn hYKNkY
RSNIA Sy KNI iR S NJ Y

dam ARBSE Gk LI | Ay

wSaLkryasS SEI YLX SY
{alr
| St
as

OK

¢ KA&a !'tL m\t f A RAIRZAZREES QY f 1 'R BA REINBMAS OF vy 6

POST http://{your AC domain}/api/aps/connections/disconnect

. 2Reé Sé&l MILX 8O0l GA2ykeazyoyY
39 bRSOHOBEMYY./ YMyYCnYo! h8 Y

wSalLlyasS SEI YLX SY
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Version: EN-1.4.1-04202019-YJ


http://localhost/api/aps/ap-select-switch

{GMOANES ¢¢tkmMmPM HAN hYKkNKY
| S RSNJA Sy &N R S NJ Y
aSaamARBSEGK LI | A Y

OK

(KSadLa aAYLIEATE (GKS KI YyR{AYENBIS adxl & A LIFAS AN
L/ Ay O RSIVARINDONE dzi SNBA & dzLIL2 NI SROAY 3ITADBSY KI

NOTE ( KSBRBNfteL | g At o6tS GKNRBAZAK /Faairl !/ o

ST AN @ b okBF W A ik yi2 02y WHBR € F NBKANPIINEK & A
1/ 5 GKS LIWX AOIGAZ2Y KFa G2 ONBIGS GKNBS {{9
F2NI Y2UAFAOlI GA2WISAVRNDIOZNYVS ORISRI RSIORRDS2 a0 |

N2 VA Ny @ thdIBSLILI ADy fid\ AWSNRIAGS 2y S { {9 Gdzyy St
GdzyySt OFy NBOSAG®S aoly RIGlZ yzu FAOIGA2Y
F2NI Fff NRAziSNB O2y iNRfftSR o0& GKAa !/

CKA& !'tL oQZY0oONBR OSYEFFQUAZ2Y GAGK !/ & ¢KAA
NBEOSAGBGS aloly RIGITET y20AFAOIGA2YKAYRAOIFGAZY
NP dzi SNA O2y idiNRff SR o6& G(GKAa !/

GET http:/{your AC domain}/api/aps/events

w»
ax
ax
111

2 KSWy@21S GKAA 'tLZ !/ gAff NBGAdNYy @ Y
AVF2NXYEGAZ2YE F2N SEF YLX S

data:
{"dataType":"state","aps":{"CC:1B:EQ:E7:FE:F8":{"_id":"5a93755b028e6c00519
celdc","id":"CC:1B:EO:E7:FE:F8","mac":"CC:1B:E0Q:E7:FE:F8","name":"Ca ssia

Router","group™:"","status":"online","model":"X1000","version™:"1.2.0.1803
131043","position™:"","time":1519613275655,"ip":"192.168.1.202","localip™:
"192.168.1.202","uptime":14873,"offline_time":O,"onIine_time":1522052125,"
update_status":"update_ok","u pdate_reason":"","update_version":"","update__
progress":0,"notify":true,"connection

state” true} 'CA:79:F5:B6:1F:04":{"devices":{"CA: 79 F5:B6:1F:04":{"type":"
random"”,"bdaddrs":{"bdaddr":"CA:79:F5:B6:1F:04","bdaddrType":"random' } ‘ch
ipId":O,"handIe":"","name ":"","connectionState":"connected","id":"CA:79:F5
:B6:1F:04"}}1}}

hyBSAILAWSs a1 38 oAttt 65 NBUANYSRKSOSND® 6Ayas
YR NHzy YAy 3o

LT aOFlyyAy3a Aa 2LISy> GKAa {{RQLINASYSE 2 Al KNI
1/ ® C2NY SEI YLX S
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data:
{"dataType":"scan","ap":"CC:1B:EQ0:E7:FE:F8","bdaddrs":[{"bdaddr":"CC:1B:EQ
:E0:98:16","bdaddrType":"public"}],"adData":"0201060D084361737369615F53313
03030","name":"Cassia_S1000","rssi": - 34,"evt_type":3}

LT yARRYA QA 2LISY O6RSTFl dzZ G O2y FAIdzNF A2y 0 3
YSaal3Sa G2 dzaSNJ LI AOFGA2Y 6KS¥ | y& NP dzi:
data:

{"dataType":"notification","ap":"CC:1B:EQ:E7:FE:F8","value":"FFO00C0002051
00101010126"," device™:"CA:79:F5:B6:1F:04","handle":16}

LT O2yyiSIQiiSA 2Aya 2 LISY ORSTFl dzf & O2y FAIdAMMI GA2Y 0
O2yySOlAzy aill Gdza G2 dz@SNGH LDdEEA OKE A AVS & 8K £y
data:

{"handle™:"CA:79:F5:B6:1F:04","connectionState":"disconnected","dataType":
"connection_state","ap":"CC:1B:EOQ:E7:FE:F8"}

data:
{"handle™:"CA:79:F5:B6:1F:04","connectionState":"connected","dataType":"co
nnection_state","ap™:"CC:1B:EQ:E7:FE:F8"}

LFRlLI28ISYAOoORSTFlIdA G O2y FAIdzNI A 2|yuo2i SGKA A { {
AYTF2NXYEGA2¥E ATV dNR dkBSNOK I yASR 0SSl ¥Sy 2yt A
data:

{"dataType":"ap_state","ap":"CC:1B:E0:E7:FE:F8","mac":"CC:1B:EQ:E7:FE:F8",
"status":"offline", "offline_time":1522067273296}

A
O

¢
N

It

L f 2Ly NRdAziSNJ a0l yyAy3a F2NJ I ff
ADS DA

6 At
Oy RIGE

& =
Uy ¢

POST http://{your AC domain}/api/aps/scan/open

.2Re S&l ML SO0l GA2yke2azyoyY
bl LAbBbYOh// YM. YONYITYCOYCyYyh>Zh// YM.YOINnYOTYC
b8ZbHOKALIBYnIbl GORBERKNAZHTFAL GSNYYFYSbHY

t I NI YSBIRE REYNI

e ILIBYI YRNUG2NEO 2 NI Yaizf ai A /LI ISR RIRISZAI & NJ

e KAOLZLIa X2y 2N md LU YSIFya 6KAOK OKALI G2 ac

o I0GX@RI X2 2INT&@May an Syl 6t S LVERAKHSSELOYFAY AT
a0l yyAay3

e FAL OGSO VFRYIIGESINI T2NJ RSOAOS yI YS

o FAL O DNMUYIXRAVIGESINIaTZNI RSOAOS

o TAL O SONALAGdXA2REIGESONI! F AN RSOAOS

wSaLkryasS SEIl YLX SY
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{GMOANES ¢¢tkmMmPM HAN hYKkNKY
| S RSNJA Sy &N R S NJ Y

aSaad ARRSEGK LI | Ay

oK

CKAA !'tL gAff Ofz2asS GKS NEdzuSNJ aol yy y3 F2|
FLILIX AOF A2y gAffdh yEX@ NBBOSA GBS aloly RIGL

POST http:/[{your AC domain}/api/aps/scan/close
t I NI WEZRINIFRE Y
e [LVA 2y S 2 NJ Yalzf & 'A/LX ISR RIRIZAI £ NJ

.2Re S&l MILX SOl GA2yke2az2yoyY
9 bl LADBY wb//YM.YINYITYCOYCyhZE b/ /YM.YOINnYO9:

wSaLkryasS SEI YL SY

{GIM0AzZAY ¢ ¢t kKkMPM HAN hYKNKY

| SIF RSNIASyY &N R S NJ Y

aSaam ARRSEGK LI | Ay

OK

CKAA !'tL gAff 2Ly GKS y20AFAOFGAZ2Y YSaal 3
ASYUK®BR2BENILI AOF(GA2Yy 2y (GKAa {{9 GdzyySt o

POST http:/[{your AC domain}/api/aps/notify/open

t I NI WEZBRIRIgFRE Y
e | L¥&a 2y S 2 NJ Y&zt al AL ISR RRIZA 5 NJ

.2Re S&l ML SO0l GA2yke2azzyoyY
9 bl LABY &b/ /M. W®NWBTWLCOWCYHCYy hé Y

wSalLkryasS SEI YLX SY

{ G AzASY ¢¢tkmdPM HAAN hYKNKkY
| SI RSNIASyY KNI ]k S NJ Y

aSaam ARGSEGK LI | A Y

OK
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http://localhost/api/aps/scan/close
http://localhost/api/aps/notify/open

CKAA !'tL gAff Of2asS GKS y20AFAOLFIGAZ2Y YSaal:
SidBa BRII AOF A2y 2yeY@&ND {{9 GdzyySt

(@]
wn
QX

POST http://{your AC domain}/api/aps/notify/close

t I NI WEZBRIRIFRE Y
e | Y& 2 yySizf AINILIAS aNFP dzii RNINB & a

.2Re S&l MILX SOl GA2yke2azyoyY
9 bl LADBY wb//YM.YINYITYCOYCyhE b/ /YM.YOINnYO9:

wSaLkreyasS SEI YLIX SY

{GIAzASY ¢¢t kmdM HAAN hYKNKY
| S RSNJASyY &N R S NJ Y

aSaam ARRSEGK LI | Ay

OK

CKAE !'tL 6Aff RLISYS (RBY O@YNISYT A2y i ({190 i dzy v ¢

REGE gAf 6 KiBaSS MILSIYAIOHi@@A 2y 2y GKRASHRYE Gdzyy St
O2yy SRACBROS OKI y3ISRO

POST http://[{your AC domain}/api/aps/connection-state/open

t I NI WEZBRIRIFRE Y
e 1¥&a 2y S 2 NJ Y&zt al AL ISR RRIBZA 5 NJ

. 2Re SE&IFNMLX BOFGA2yKk2a2y0Y
9 blLEADBY &b/ / YM.YINYOITYCOYCybS b/ / YM.YOnYO9:

wSalLkryasS SEI YL SY

{ G AASY ¢¢tkmdPM HAAN hYKNKY

| S RSNIASyY KNI ]k S NJ Y

aSaam ARRSEGK LI | Ay

OK

CKAE !'tL gAff OIRES YIKSEA OD2NWBEDGA Y yi{ {190 i dzy vy §
RFEGlI gAff WeSaBaRI Ay Ay 2yey@NE { {9 ddzyyS

POST http://{your AC domain}/api/aps/connection-state/close

t I NI WEZBRINIgF RE Y
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e 1VA 2y S 2 NJ Y&zt al'A/LJ ISR RIRBIZAI S NJ

. 2Reé Sé&l MLX 8O0l GA2ykeazyoyY
9 bl LABY ®bh//YM.YONYITYCOYCYyhE b/ /YM.YONYY9:

wSalLkryasS SEI YLX SY

{GMOANESY ¢¢tkmMmPM HAN hYKkNKY

| S RSNJA Sy &N R S NJ Y

aSaam ARRSEGK LI | Ay

OK

CKAA !'tL gRfiff (BLIYRYRKENRAWMI F2NJ £t ™MERdzi SNA
Al aS oAfIKBDENINSHNAOF GiRr2Yy 2y (KPR IHOABNG S dzyy St
OKIFIYy3aSR 0SGsSSyd 2yt AYyS YR 2FFfAYS

GET http://{your AC domain}/api/aps/ap-state/open

wSaLkryasS SEI YL SY
{l]lr[ukizyﬁﬁl ¢C¢tkmMmdM HAN hYKNKY
| SI RSNIASyY KNI ]k S NJ Y
aSaamaA @JSEUKLJfI)\y

OK

CKAA !'tL gRfiff (8t ¥X2FAWUWRSAYIEIT F2NJ I £t ™R dzi SNA
GFGS oAt f0rkBRBNLE AZOFVIA 20y2 2yWelv@NS { {9 ldzyyS

GET http:/[{your AC domain}/api/aps/ap-state/close

wSaLkryasS SEI YLX SY
{uIT[uidz;ﬁﬁl Ce¢tkmM®d®M HAN hYKNKY
| S RSNIASyY KNI ]k S NJ Y
aSaamm3aA QJSEUKLJtI)\y

OK

28 AYOSANIGSR /Faaial wo{ ¢ FdzZl ONBAAGINFIZOS D . If T
wO{ ¢Fdzf !'tL OFff>X (GKS RSo6daA G(G22f gAff aKz2g I
AYGS3INIYiGS odzaaySaa | LI AOFGA2Ya FYyR . fdzSi22(
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http://localhost/api/aps/ap-state/open
http://localhost/api/aps/ap-state/close

1/ @ ¢KAA UG2RO00REKkk Db a@oDdzSGL2AIKPISOKKY Il GABSI

Cassia Blooth Dev Tools

Hub Mac Hub Ip Reboot control  local Language  English
APTinfo Scan List Device and Services List Notify List
Start Scan Connected Devices Connection State Changes Notify Open Hub Notify Clear List n
Hub
ctior
Api Interfaces Scan Resuts Connect Device Connected Devices Discover D W State Changes Write Instruction Disconnect  oAuth

Figue 7: Cassia Bluetooth Debug Tool

tL LYF2Y ¢KAA FNBI O2yilAya (GKS dzaSNHa Y2al
0KS odzidizyas (RS ANANIINRIYSNENBfYFRISR (G2 GKIFG O
[ AadY 2 KSy {dzNY AWWEI N0 diAkiAfa 2000 yaz0 IiyKySA
O0Sa gAGKAY Ala NIy3ISed ¢KS .[9 RSOAOSE y¢
2NJ YdzAf GALX S RS@OAOSa®

SNIBAOSE [AAdY ¢dzNYy 2y GKAA 2LIA:z
0K LINRPTFAESSY &2dz Oy oNRGS @I f dzS

AaldyY LT @2dz KIS (dzNYySR 2y KSR G WSk A
FadlF FE26Ay3a Ay (GKS b20AFeé [Aal 6AYR:

Cassia Blooth Dev Tools

HubMac ~ CC-1B.E0:E0-4D:AC Hublp  192.168.0.101 Reboot Language  English
APTinfo Scan List Device and Services List Natify List
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Figure8: Cassia Bluetooth Debug Tool example
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Appendix A -- Migrate from C1000 -2B Firmware to X1000

C2NJ) dzZaASNE ¢K2 KI O8. YOINBRASK GTRRYMhmnBEn&2dz y ¢
OKIFy3Say OKI kKEABXKSI 6ISHRYIWVRR I 2F (GKS ' w[ ® {

Y

O9EIFIYLX S O2mRS 2y [/ mnnn

var host = "http://api.cassianetworks.com";
/I get token

$.ajax({url: host+"/oauth2/token", headers: headers, type:"post”, success: function(data){
/...

Wi

[N
—

LY ~mMannk9Omannnk/ mnannk{ {SNASasz &2dz dzaSR A

var host = "http://demo.cassia.pro/api";
/I get token

$.ajax({url: host+"/oauth2/token”, headers: headers, type:"post", success: function(data){
/...

)

h NJ

POST api/oauth2/token HTTP/1.1

Host: demo.cassia.pro

Headers: {Authorization: Basic dGVzdGVyOjEwYjgzZjlhMmU4MjNjNDc=
Content-Type: application/x-www-form-urlencoded}

Body:
{grant_type=client_credentials}
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Appendix B -- Sample Code to Get Access Token

var credentials = {
id: 'tester’,
secret: '816213f8b5¢c2877d"'

%
var access_token = ";
var request = require(‘'request’);

var options = {
url : 'http://demo.cassia.pro/api/oauth2/token’,
method : 'POST',
form : {'grant_type' : ‘client_credentials'},
headers : {
Authorization : 'Basic ' + new Buffer(credentials.id + "' + credentials.secret, 'ascii').toString(‘base64’),
}

h

request(options, function(error, req, body) {
if (error) {
console.log(error);
return;

}

var data = JSON.parse(body);
access_token = data.access_token;
console.log(data);

var options = {
url : 'http://demo.cassia.pro/api/client’, //you can change this to the IP address and port your Router is using.

method : 'GET',
/I form : {grant_type' : ‘client_credentials'},
headers : {
Authorization : '‘Bearer ' + access_token,
}
2
1;

»;

request(options, function(error, request, body) {
console.log(body);
D;
»;
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