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1. Introduction

MQTT (MQ Telemetry Transport) is described on the mqtt.org site as a machine-to-machine (M2M) / loT
connectivity protocol. It is a publish/subscribe messaging transport protocol, designed for constrained
devices and low-bandwidth, high-latency or unreliable networks. The design principles are to minimize
network bandwidth and device resource requirements whilst attempting to ensure reliability and some
degree of assurance of delivery. These principles turn out to make the protocol ideal for the emerging
“machine-to-machine” (M2M) or “Internet of Things” world of connected devices, and for mobile
applications where bandwidth and battery power are at a premium.!

1.1. Client and Broker
Cassia router has implemented an MQTT client which will publish advertise messages it receives from
the BLE sensors to an MQTT server/broker. Other clients can subscribe to the topics from the MQTT-

Broker. See Figure 1 for a data flow diagram?.

Note: Cassia router can only serve as a publisher.
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Figure 1 MQTT data flow diagram

1.2. MQTT Connection

The MQTT protocol is based on top of TCP/IP and both client and broker need to have a TCP/IP stack.
The MQTT connection itself is always between one client and the broker, no client is connected to
another client directly. The connection is initiated through a client sending a CONNECT message to the
broker. The broker responses with a CONNACK and a status code. See Figure 2 for MQTT connection

L http://maqtt.org/faq
2 https://www.hivemg.com/blog/mqtt-essentials-part2-publish-subscribe


mailto:support@cassianetworks.com%7C
http://www.mqtt.org/

Cassia Networks Headquarters:

97 East Brokaw Road, Suite 130A/B
aSSIa San Jose, CA 95112

Networks support@cassianetworks.com| 408-444--9150

diagram. Once the connection is established, the broker will keep it open as long as the client doesn’t
send a disconnect command or it loses the connection.

© CONNECT
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<

MQTT Client MQTT Broker

Figure 2 MQTT connection diagram?

Since the MQTT client always initiate the connection, there is no problem if client and broker are located
in two different networks and the client is behind a NAT. A typical deployment is that you place Cassia
routers inside a private network behind a firewall and the MQTT Broker in the cloud.

Note: Please make sure to open the TCP port that your MQTT service is using. By default, MQTT port is
TCP 1883, and 8883 for MQTT over SSL. You can change them if needed.

1.3. Cassia MQTT Bypass Mode

Cassia MQTT is supported on bypass traffic, which means the BLE sensor data will be sent directly from
the router to the MQTT broker, but the control messages are still sent to Cassia AC under CAPWAP, such
as configuration changes, firmware update, etc. See Figure 3 for Cassia MQTT Bypass Architecture.
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Figure 3 Cassia MQTT Bypass Architecture

3 https://www.hivemq.com/blog/mqtt-essentials-part-3-client-broker-connection-establishment
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2. Settings on MQTT Server/Broker

Setup your own MQTT Server/broker. You can reference online resources to install Mosquitto or other
open source to achieve your goal. Details are beyond the scope of this document.

Note down your MQTT Server’s SSH username and password. For example, if your MQTT Server’s IP
addressis 1.1.1.1, username is root and password is cassia. Please use the following methods to login
onto this server:

e Under Linux or MAC command line, type “ssh root@1.1.1.1”, then enter its password “cassia”.
e Under Windows OS, open an SSH client like SecureCRT, enter 1.1.1.1 into Hostname, then fill in
username and password to connect.

2.1. Configuration Files

Change your current directory to MQTT configuration files
# cd /etc/mosquitto/
#ls -l

You will see a list of files in this directory.

[root@ifZZ2zeblgqclhhlmdcgrorlbs mosquitto]#

total 68

-rw-r--r-- 1 root root 1! :40 aclfile.example
drwxr-xr 2 root root . ) 17:50 ca_certificates
dirwsr - root root 409 , : :50 certs

dirwxr -xr 2 root root 40 ) 17:50 conf.d

-rwW-r--r 1 root root 15 40 mosquitto.conf
“Srw-r--r 1 root root 3 15 140 mosguitto .example
- rw-r--r 1 root root 3 15 40 pskfile.

-rw-r--r-- 1 root root 15

[root@iZZ2zeblgclhhlmdcgre bZ mosquittol# []

Below are the ones you might be using:

e mosquitto.conf: this is the main configuration file. You can use mosquitto.conf.example as a
template to add/delete parameters you need.

Important: In order for changes in the mosquitto.conf file to become effective you must restart
the service after making the changes.

e pwfile: user account file. You can check pwfile.example for an example.
o pskfile: config file for pre-shared-key. You can check pskfile.example for an example.
e ca_certificates: a directory that stores the certificates and keys.

Because the MQTT server and MQTT client work in pair, you will have to modify configurations on
both sides before them can take effect. For example: If you want to use PSK for encryption, first you
need modify the configuration file on the server to support PSK encryption and restart the service.
Once that completes, you need set the correct PSK parameters on the Cassia router, then you will be
able to use this function.
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3. Client Settings on Cassia Routers

Open your Access Controller, navigate to Routers page, select a router and click Edit, then Config tab
-> Bypass. See Figure 4.

€) cassia loT Access Controller Dadmin DHelp
Group v Status T Madel r aaxs i a
#  Group Router Name Status Public IP Private IP MAC Do viee 2
1 Cassia Router 172 wa‘alule—— 172.16.40.93 CCi1B1ER:ED:E
B General
2 Gassia Router 172.16.40.125 172.16.40.125 CCi1B:EQ:ED:E
B BLE Working Mol
Cassia Router 172.16.40.135 172.16.20.135 CCi1BIEBED:E
4 Cassia Router 172.16.49.128 172.16.40.128 CC1BED:ED:E SEEED 1 ey
+ e
5 Cassla Router 172.16.48.96 172.16.40.96 cciipien:en:t | @ Bypass 3 -
6 Cassla Router 172.16.48.94 172.16.40.94 CCi1B1ER:ED:E
7 Cassla Router 172.16.40.105 172.16.40.105 CC11B:E0:EO:E
B Cassia Router 172.16.40.86 172.16.40.86 CC:1B:EBIEB:E
Gassia Router 172.16.40. 109 172.16.40.109 CC1B:ED:ED:E
10 Cassia Router 172.16.40.73 172.16.40.73 CCi1B1ED:ED:E
1 Cassia Router 172.16.40.71 172.16.48.71 CC:1B:EDIED:E
12 Cassla Router 172.16.40.60 172.16.40.60 CCH1BIEBIED:E
13 Cassia Router 172.16.40. 124 172.16.40.124 CC:1B:ED:E0:L
14 Cassia Router 172.16.40.34 192.168.1.17 CCi1BiERIED:D
15 Gassia Router 172.16.49. 102 172.16.40.102 CC1BIED:ED:E

Figure 4 Cassia Router Bypass Configuration

Turn on Scan mode, either passive or active, save it. Then select MQTT as the Bypass protocol and
save. See Figure 5 Cassia Router MQTT Configuration.

B Bypass

In this part you can configure the parameters that apply to the bypass traffic. (AT

. - "Host 182.92.196.159
I Scanning Settings

i 1 *Port 1883
Scan mode ON(Passive) v

Use comma(,) to seperate multi-values in filt Connection Type Short M
Name Filter User Name
MAC Filter Password
UUID Filter 2 *Topic of Scan test
Save *QoS of Scan At most once (0) v
| Bypass Protocol 3  ——
Save
Protocol] = MQTT \ 4 v MQTT Encryption
l Save Encryption Mode none v
Save

Figure 5 Cassia Router MQTT Configuration
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The parameters on MQTT client are:
e Host: the MQTT Broker domain name or IP address
e Port: fillin the MQTT port number configured in mosquitto.conf on the server (default is 1883)
e Connection type: long or short. Default is long.
— Short: MQTT Client disconnects from the Broker right after it publishes the message.
— Long: MQTT Client keeps its connection with the Broker.

Note: If you send messages frequently, or you use certificate to encrypt messages, suggest to
use long connection to reduce the overhead. Otherwise short connection is preferred.

e Username and Password: need to be consistent with what have been configured in Server main
config file mosquitto.conf

e Topic of Scan: A topic is a UTF-8 string, which is used by the broker to filter messages for each
connected client. A topic consists of one or more topic levels. Each topic level is separated by a
forward slash (topic level separator). For example: Cassia/Heartbeat

e QoS of Scan: Quality of service (QoS) levels determine how each MQTT message is delivered and
must be specified for every message sent through MQTT. Available options are at most once (0),
at least once (1), or exactly once (2).

e Encryption Mode: none, pre-shared-key or certificate.

4. Use Scenarios

You can apply user authentication and data encryption in MQTT service. There are four different settings
which match four scenarios.

4.1. No encryption, no authentication

Server

The MQTT service can be started directly with the default configuration. This is the simplest way
to use MQTT. However, the MQTT service has only the most basic functions. It doesn’t
authenticate users and nor does it support encryption. It runs on the default port 1883. Of
course, you can change it later.

To start from default configuration, execute the following command.

#mosquitto

From screenshot below you can see that MQTT service is started successfully and listens to port
1883.
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[root@iZ2zeblgqclhhlmdcgrOrlbZ ~]# mosquitto
1518074638: mosquitto version 1.4.14 (build date 2017-09-14 18:40:30+0000) starting

1518074638: Using default config.
1518074638: Opening ipv4 listen socket on port 1883.
1518074638: Opening ipv6e listen socket on port 1883.

If for any reason you don’t want to use the default configuration, you can execute on the main
configuration file. Please follow the following steps.

a) Open mosquitto.conf, change “allow_anonymous false” to “allow_anonymous true”
b) Comment “#” out the rest of configurations
¢) Change the port number if needed
d) Restart the service:
# killall mosquitto
# mosquitto -c /etc/mosquitto/mosquitto.conf -v

If everything works as expected, you will see below screenshot.

[root@iZ2zeblgclhhlmdcgrOrlbZ mosquitto]# mosquitto -c¢ /etc/mosquitto/mosquitto.conf
1518059593: mosquitto version 1.4.14 (build date 2017-09-14 18:40:30+0000) starting

1518059593: Config loaded from /etc/mosquitto/mosquitto.conf.
1518059593: Opening ipv4 listen socket on port 1883.
1518059593: Opening ipv6 listen socket on port 1883.

Router
— Connection type: suggest to select long, as Cassia MQTT bypass is sending scanning data
constantly, maintain a long connection will reduce protocol overhead.
— Username and Password: can be anything or leave them empty
— Encryption Mode: Select “none” for not using encryption.

See Figure 6 below for an example.
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MQTT
*Host 1111

*Port 1883

Connection

Lon v
Type g

User Name

Password

*Topic of

. Cassia/Heartbeat
Scan

*QoS of

. At most once (0) v
Scan

Save

MQTT Encryption
Encryption
Mode

none v

Save

Figure 6 Cassia Router MQTT Config — no authentication, no encryption

If everything works as expected, Sever will receive MQTT messages sent from the router. See below
screenshot.

 Up g 1p [¥] .
: Opening ipvé listen socket on port 1883.
1518074639: New connection from 124.202.230.222 on port 1883.
1518074639: New client connected from 124.202.230.222 as cc:1lb:eD:e0:e6:d0-0 (cl, k60).
1518074639: Client cc:1lb:e0:e0:e6:d0-0 disconnected.
1518074639: New connection from 124.202.230.222 on port 1883.

1518074639:| New client connected from 124.202.230.222 as cc:1b:e0:e0:e6:d0-0 (cl, k60).
1518074639: Client cc:1b:el:eb:eb:d0-0 disconnected.

1518074639: New connection from 124.202.230.222 on port 1883.

1518074639:| New client connected from 124.202.230.222 as cc:1lb:e0:e0:e6:d0-0 (cl, k60)
1518074639: Client cc:1lb:e0:e0:e6:d0-0 disconnected.

4.2. No Encryption, Use Authentication

The MQTT service we started above is simple, but not secure. This section we will add user
authentication which means that our MQTT server only receives data sent by authenticated users.
Similar to the login function, only when the username and password are fully verified, the Server
will accept the user's connection request, which can protect our MQTT server to some extent.

If you want to configure user authentication, first we should generate users on the MQTT server
and then configure it on our Bluetooth router.

Server

a) First, create a user on the server. For example, you can create a user “testerl” with
password “password”.

# mosquitto_passwd -b /etc/mosquitto/pwfile testerl password
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[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]# mosquitto_passwd -b /etc/mosquitto/pwfile testerl password
[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]# cat pwfile
tester:$6$MTjIcF+G7WkI8vA0$9gubMe/X92EiRxP/ZEKGIbKWilHSYgvkZAdBlgfe77MM2cNWTVzbu3ChA7C65z4/B5ylyAD/ycLAOb+WewrrdA==

testerl:$6$oMVBtAEFcg/sRjmI$kql4TmD7kwtV1gYPrxqZWgSx1GOBEZAybPgmBbohyA8XLb+qZUsDdL fw+UUkn2qpNdmj2UUjplRrZIkfWxDkqw==
[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]#

For the same user you can use this command to change its password

b) Second, to enable user authentication you need open mosquitto.conf, add the following
settings into it.

allow_anonymous false
password_file /etc/mosquitto/pwfile

ace your conflguration 1n
pid _file /var/run/mosquitto.pid

persistence true
persistence_location /var/lib/mosquitto/

#log_dest file /var/log/mosquitto/mosquitto.log

include_dir /etc/mosquitto/conf.d
|

allow_anonymous false
password_file /etc/mosquitto/pwfile

c) Restart the service:
# killall mosquito
# mosquitto -c /etc/mosquitto/mosquitto.conf -v

Router

Fill in the Username and Password exactly the same as the Server. The rest of settings are the same
as scenario 4.1. See Figure 7.
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MQTT
*Host 1.1.11
*Port 1883
Connection Lon i
Type g
User Name tester1
Password
*To ii ic of test
Scan
*QoS of
\ Oﬂ ° At most once (0) v
Scan
Save
MQTT Encryption
Encryption .
Mode none
Save

Figure 7 Configure MQTT User Authentication on Cassia Router

If everything works as expected, you will see response messages on the Server like this (the example
below is using short connection. For long connection you won't see the client disconnect so
frequently.):

[root@iZ2zeblqclhhlmdcgr@rlbZ mosquittol# mosquitto -c /etc/mosquitto/mosquitto.conf
: mosquitto version 1.4.14 (build date 2017-09-14 18:40:30+0000) starting
: Config loaded from /etc/mosquitto/mosquitto.conf.
: Opening ipv4 listen socket on port 1883.
: Opening ipv6é listen socket on port 1883.
: New connection from 124.202.230.222 on port 1883.
: New client connected from 124.202.230.222 as cc:1b:e0:e0:e6:d0-0 (cl, k60, u'tester').

: Client cc:1b:e@:e0:e6:d0-0 disconnected.

: New connection from 124.202.230.222 on port 1883.

: New client connected from 124.202.230.222 as cc:1lb:e0:e0:e6:d0-0 (cl, k6O, u'tester’').

: Client cc:1b:eB:e0:e6:d0-0 disconnected.

: New connection from 124.202.230.222 on port 1883.

: New client connected from 124.202.230.222 as cc:1b:e0:e0:e6:d0-0 (cl, k6O, u'tester').
1518080075: Client cc:1b:e@:e@:e6:d0-0 disconnected.

4.3. PSK Encryption, User Authentication

In the previous section we talked about the user's authentication function, but this is still not secure
enough. Our communication data is transmitted in plaintext. This section we will turn on PSK key
encryption on the MQTT server to further improve our security. Encryption and user authentication
can be enabled at the same time.

Server
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Similar to user authentication, if we want to enable PSK encryption, we need to configure the psk
file on the MQTT server:

a)

First create a file named pskfile and fill in the PSK key pair. Note that the key pair must have
the format identity:key, and the key value must be a hexadecimal number without a prefix.

Example: identity=psk_test, key=123456789abcdef

[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]# cat pskfile
psk_test:123456789%abcdef

[root@iZ2zeblgclhhlmdcgrOrlbZ mosquittol# |

b) Open mosquitto.conf, add the following settings into the file.

c)

psk_hint true
psk_file /etc/mosquitto/pskfile

l# Place your local configuration in /etc/mosquitto/conf.d/
pid_file /var/run/mosquitto.pid

persistence true
persistence_location /var/lib/mosquitto/

#log_dest file /var/log/mosquitto/mosquitto.log

include_dir /etc/mosquitto/conf.d

file /etc/mosquitto/pwfile

psk_hint true
psk_file /etc/mosquitto/pskfile

Kill the service:
# killall mosquito

d) Restart the service:

# mosquitto -c /etc/mosquitto/mosquitto.conf -v

Since we haven’t changed the configuration on the router yet, the server will throw an SSL error. This
proves that our PSK configuration on the server has taken effect. Just need to finish the configuration on
the router side.

[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]# mosquitto -c /etc/mosquitto/mosquitto.conf

1518082043:
1518082043:
1518082043:
1518082043:
1518082043:

mosquitto version 1.4.14 (build date 2017-09-14 18:40:30+0000) starting
Config loaded from /etc/mosquitto/mosquitto.conf.

Opening ipv4 listen socket on port 1883.

Opening ipv6 listen socket on port 1883.

New connection from 124.202.230.222 on port 1883.

: OpenSSL Error: error:140760FC:SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol

: Socket error on client <unknown>, disconnectings

: Client connection from 124.202.230.222 failed: error:140760FC:SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol.
: Client connection from 124.202.230.222 failed: error:140760FC:SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol.
: New connection from 124.202.230.222 on port 1883:

: OpenSSL Error: error:140760FC:SSL routines:SSL23 GET CLIENT HELLO:unknown protocol
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Router
For this scenario you need change MQTT Encryption related parameters:
— Encryption Mode: Select “PSK” for using pre-shared-key encryption.
— PSK: fill in the key configured in the pskfile on your MQTT server. It is in hexadecimal (no
leading 0x).
— PSK Identity: fill in the client identify string configured in the pskfile on your MQTT server.

See Figure 8 for an example.

Py

User Name tester1
Password
*To ;1 ic of tost
Scan
*QoS of
\ C: y At most once (0) v
Scan
Save
MQTT Encryption
Encryption
PSK v
Mode
PSK 123456789%abcdef
PSK Identity psk_test
Save

Figure 8 Configure MQTT Pre-Shared-Key Encryption on Cassia Router

Now go back to your MQTT server to check if everything works as expected. You should see the
following messages on the server.

[root@iZ2zeblqclhhlmdcgrOrlbZ mosquitto]# mosquitto -c /etc/mosquitto/mosquitto.contf
: mosquitto version 1.4.14 (build date 2017-09-14 18:40:30+0000) starting
: Config loaded from /etc/mosquitto/mosquitto.conf.
: Opening ipv4 listen socket on port 1883.
: Opening ipv6é listen socket on port 1883.
: New connection from 124.202.230.222 on port 1883.

: New client connected from 124.202.230.222 as cc:lb:eQ:eQ:e6:d0-0 (cl, k6O, u'tester').

: Client cc:1b:e0:e0:e6:d0-0 disconnected.

: New connection from 124.202.230.222 on port 1883.

: New client connected from 124.202.230.222 as cc:lb:e0:e0:e6:d0-0 (cl, k6O, u'tester')
1518082728: Client cc:1lb:e0:e0:e6:d0-0 disconnected.
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4.4. Certificate Encryption, User Authentication

In addition to PSK encryption, you also have the option to use digital certificate to encrypt. This
option is more secure than PSK encryption, but also more cumbersome to configure and can affect
certain performance.

Note: Certificate Encryption and PSK Encryption cannot be supported at the same time and must be
selected one by one.

If you want to configure a certificate, you must first go to the CA to apply for a certificate for your
company or generate a certificate by self-signing. This is a prerequisite for you to enable the
certificate encryption!

Server
a) Place your certificate files under /etc/mosquitto/certs/

ca.crt # Authority certificates that have signed your server certificate
server.crt # the PEM encoded server certificate.
server.key # the PEM encoded keyfile.

b) Comment out all psk-related configurations (including psk_hint true and
psk_file /etc/mosquitto/pskfile), because certificate and psk encryption you can only
enable one at a time.

c) Add the following in the mosquitto.conf
cafile /etc/mosquitto/certs/ca.crt
certfile /etc/mosquitto/certs/server.crt
keyfile /etc/mosquitto/certs/server.key

See below screenshot for an example.

# Place your local configuration in /etc/mosquitto/conf.d/
pid_file /var/run/mosquitto.pid

persistence true
persistence_location /var/lib/mosquitto/

#log_dest file /var/log/mosquitto/mosquitto.log
include_dir /etc/mosquitto/conf.d

allow_anonymous false
password_file /etc/mosquitto/pwfile

#psk/ hint true
#psk  file /etc/mosquitto/pskfile

kafile /etc/mosquitto/certs/ca.crt
certfile /etc/mosquitto/certs/server.crt
keyfile /etc/mosquitto/certs/server.key
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d) Restart the service

# killall mosquito

# mosquitto -c /etc/mosquitto/mosquitto.conf -v
Note: Under SSL the default MQTT port is 8883.

Router

For this scenario you need change MQTT Encryption related parameters:
— Encryption Mode: Select “Certificate”.
— CA certificate: copy and paste the server certificate here.
— MQTT Require Client Certificate: select No to only certify the client to the server. Otherwise
you will have to upload your client certificate.

From your MQTT server, execute “cat /etc/mosquitto/certs/ca.crt”, the content of the certificate
will display. See below screenshot for an example.

[ga@ip-172-31-10-115 certs]$ cat /etc/mosquitto/certs/ca.crt
----- BEGIN CERTIFICATE-----
1IIDpZCCAO+gAWIBAgIJANwaodlbiZ8TMAOGC SqQGSIb3DQEBBQUAMGOXCZAIBGNV
3AYTAMNUMQSWCQYDVQQIDAJ 1 ajELMAKGALUEBWWC YmOXFZAVBGNVBAOMDMNhC 3Np
w57 dHdvemt zMQ8wDQYDVQQL DAZ j YXNZaWE XF ZAVBGNVBAMMDJUOL jJE4My4 xOTUU
1jAZMB4XDTE3MTEXMZEWM jYXNTOXDTE4AMTEXMZEWMJ YXNTowajELMAKGALUEBhMC
124 XCZAJBgNVBAGMAMIQMQSWCQYDVQQHDAJ i ajEXMBUGALUECGwWOY2Fzc2 ThbmvO
#29ya3MxDZANBGNVBASMBMNhC3NPYTEXMBUGALUEAWWONTQUMTQZL jE SNS4yMDMw
4gE1MAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAOIBAQDdFMDSyV]N2rFHSZBSx0¥K
/RS5uCECwLJvaKu++E+BZ3C8pggGGPGR6chngFUadDY4PAEthdQZy/UwRP j
51umLxEYThBVAMEI66kkGHD2wr AQuYnLGOdXd+EKFQEZHQZWgNi9s0r2we3voPE4
«8wxh8iBiMFGfwz/J1GYzyYgd83jpuq3chlAwi /G7nEepd zpgdcwOXx9LUINYRrovc
538TYPgY7dplaciYnQELYSYOqnGD3eCAQF170a0wcipGYTInTco06yktKvFac+MTh
11d110G612a0QbhmsM4LDxety1sxfspveCy/hHvFwPxalmjzylfxemt0IM87yGivl
AgMBAAGjUDBOMBOGA1UdDgQWBBR52zMRp5SUI 14hMfBUOr HNv /tR8f 8TAFBgNVHSME
SDAwgBRSZMRpSUI14thBU0rHNv/tR8f8TAMBgNVHRMEBTADAQH/MAOGCSqGSIb3
JQEBBQUAA4 IBAQDCM8VVQIAWOMgYyoc1s+TZ1r hpdwUswQvvE7yydLl/TaNo9kzIJ
ﬁwkui+arsx12b7iv0bMOK/3t4023005bbWN1SGKNHwFXOBTancchdhdvkhjec
>hcnjeGo4cMu7Ghhzxp9bhPKxaRbgIKGtQHHOPWIbT/1S8T7uwWU2u92NxDvdhNtz
13SYpeUp/E7tN2/xUArszv/+3/j3eeuaHzqr2SeyT7iTLU/AD815GrZ6T5zmNDzV
NOMy5jsmIc8R/+vgBIFnf /hlkLcbSnx+Bx+uXk/1G3RxZzd+JjgAYL7ZRb6GTtD3G
AGNdULUFdyRIaYSSOv8IuIDCRWI7hlilql2pP

----- END CERTIFICATE-----

Copy the certificate on the server and paste it to the router configuration page under CA Certificate. See
Figure 9 for an example.
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Figure 9 Configure MQTT Certificate Encryption on Cassia Router

Cassia Networks Headquarters:
97 East Brokaw Road, Suite 130A/B

San Jose, CA 95112

support@cassianetworks.com| 408-444--9150

tester

test
At most once (0)

Save

certificate 1

----- BEGIN CERTIFICATE-----
MIIDIzCCAN+gAwWIBAgIJAKVQNK1 Qg%ZMAOGCSq
GSIb3DQEBCWUAMGIXCZAJBgNY
BAYTAMNUMQswCQYDVQQIDAJiajELMAKGATUEB
wwCYmoxDzANBgNVBAoMBmMNhc3Np

YTEPMAOGATUECWwWGYZ2Fzc2lhMRewFQYDVQQ

No v
3

ﬁave



mailto:support@cassianetworks.com%7C

